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Overview and Requirements

Apple Server Diagnostics tests your server for hardware issues.

You can run Apple Server Diagnostics in Extensible Firmware Interface (EFI), which
is referred to as Server Diagnostics EFI, or in Mac OS X, which is referred to as Server
Diagnostics Mac OS X.

Run Server Diagnostics EFI to diagnose hardware issues that prevent Mac OS X from
successfully starting up. Run Server Diagnostics Mac OS X to remotely diagnose
hardware issues or to diagnose issues that are not tested in Server Diagnostics EFI.

Overview of Server Diagnostics configurations
You can install and run Server Diagnostics in the following ways:

Method Do this because

Use the preinstalled Server No installation is necessary.
Diagnostics EFI

Install Server Diagnostics EFl or  You can use the same portable storage device to test multiple
Server Diagnostics Mac OS X on  servers.
a portable storage device

Install Server Diagnostics EFl or ~ You don't need a portable storage.
Server Diagnostics Mac OS X on
the hard disk

Host a NetBoot server You can use a single Server Diagnostics EFl install image to test
multiple servers.




Requirements
Before you can run Server Diagnostics, you must meet installation, local, and remote
requirements.

Installation requirements
To install Server Diagnostics, you need the following:

» You need a Mac Pro or Mac mini server with Mac OS X v10.7 or later installed.

« If you're installing onto a portable storage device, you need a USB 2.0 flash drive, or
a USB 2.0 or FireWire hard drive.

+ If you're installing Server Diagnostics EFIl, you need an empty volume with 100 MB of
available space but doesn’t have Mac OS X installed.

« If you're installing Server Diagnostics Mac OS X, you need an empty volume with 10
GB, which will be used for a dedicated Mac OS X installation.

Local and remote requirements

To run Server Diagnostics remotely, you need:

+ A computer with Mac OS X v10.6 or later installed. This computer is referred to as
the host computer.

« A server with Mac OS X v10.7 or later installed. This server is referred to as the
client server.

+ A network connection with DHCP active from the host computer to the client server.

« If the client server runs Server Diagnostics EFl and uses a network connection, the
network connection must use a built-in Ethernet port, not an Ethernet adapter card.

+ The client server must have Server Diagnostics installed on an internal volume or on
a connected portable storage device, or it must be able to run Server Diagnostics
from a NetBoot server.

« The host computer must run Server Diagnostics Mac OS X. The client server can run
Server Diagnostics EFI or Server Diagnostics Mac OS X.

« If the client server is running Server Diagnostics Mac OS X, you must be able to
log in to the root account. The root account gives a system administrator complete
access to the server.

NetBoot server requirements

To host Server Diagnostics EFl on a NetBoot server, your NetBoot server must:
+ Have Mac OS X v10.7 with server components installed.

+ Be on the same subnet as the server being tested.

+ Have 100 MB of hard disk space available for a Server Diagnostics NetBoot image.
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Installation

Before you can run Server Diagnostics, you must set up your
testing environment and install Server Diagnostics.

Make sure you meet Server Diagnostics requirements before attempting setup and
installation. For information, see “Requirements” on page 6.

Server Diagnostics EFl is preinstalled on the server. The instructions in this chapter show
you how to install Server Diagnostics in a different location or set up a NetBoot server.

Install Server Diagnostics EFI

If you perform this task to install Server Diagnostics EFl on an internal volume on the
server, you need administrator access to the server. If you perform this task to install
Server Diagnostics EFl on a portable storage device, you can use any computer that
you have administrator access to.

To install Server Diagnostics EFI:
1 Use Disk Utility to set up an empty volume with a partition map scheme of GUID
Partition Table, that has at least 100 MB, and that is formatted as MS-DOS (FAT).

For information about using Disk Utility, see Disk Utility Help.
2 On the server, open AppleServerDiagnosticsEFl.pkg.

3 Follow the onscreen instructions and, at the Select Destination step, choose a volume
that has at least 100 MB of available space and doesn’t have Mac OS X installed.

4 If you're asked to authenticate, authenticate as a user with administrator privileges.



Install Server Diagnostics Mac OS X

If you perform this task to install Server Diagnostics Mac OS X on an internal volume,
you need administrator access to the server. If you perform this task to install Server
Diagnostics Mac OS X on a portable storage device, you can use any computer you
have administrator access to.

Installing Server Diagnostics Mac OS X involves three steps:

« Install Mac OS X.

+ Copy Server Diagnostics Mac OS X to /Applications/.

+ Configure Mac OS X.

To install Server Diagnostics Mac OS X:

Use Disk Utility to set up an empty volume with a partition map scheme of GUID
Partition Table and at least 10 GB.

For information about using Disk Utility, see Disk Utility Help.
Install Mac OS X on the empty volume.
Enable the root user.

For information about enabling the root user, see “Enabling and using the root user in
Mac OS X" at support.apple.com/kb/ht1528.

Log in using the root user name and the password of the user you created in the
setup assistant.

You must set up and run Server Diagnostics Mac OS X as root. Otherwise, you can't test
the server you've installed Server Diagnostics Mac OS X on.

Copy the AppleServerDiagnostics.app file to the /Applications/ folder on the server.

If you're setting up a client server, open a Finder window, select the /Applications/
folder, choose New Folder from the Action (gear) pop-up menu, and name the folder
AppleServerDiagnosticsClient.

Client servers are remotely controlled by host computers.

Open System Preferences (located in /Applications/) and change the following options
in System Preferences panes.
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System Preferences pane Recommended configuration

Users & Groups Select the System Administrator account and
click Login Items. Click Add (+), select
AppleServerDiagnostics.app (typically located in
/Applications/), and click Add.

CDs & DVDs In all pop-up menus, choose Ignore.

Desktop & Screen Saver In the Screen Saver pane, drag the “Start screen
saver”slider to Never.

Energy Saver In the Sleep pane, drag both sliders to Never and
deselect “Put hard disk(s) to sleep when possible.”

Mission Control In all pop-up menus, choose “-."
Software Update In the Scheduled Check pane, deselect “Check for
updates.”

If you can’t change settings in System Preferences, click the lock button and authenticate.

Set up a NetBoot server
To host Server Diagnostics EFl on a NetBoot server, your NetBoot server must:

+ Have Mac OS X v10.7 with server components installed.

+ Be on the same subnet as the server being tested.

+ Have 100 MB of hard disk space available for a Server Diagnostics NetBoot image.
To use the Server Diagnostics NetBoot image:

1 On the server that hosts NetBoot, open AppleServerDiagnosticsNetBoot.pkg and
follow the onscreen instructions to install the Server Diagnostics NetBoot image.

2 Configure the NetBoot service to serve the image and start the service.

For information about configuring and starting NetBoot, see Server Admin Help.
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Use Server Diagnostics

This chapter describes how to start up and use
Server Diagnostics.

Before you start up Server Diagnostics, make sure everything is properly installed and
configured. For information, see Chapter 2,“Installation.”

Change the startup disk

Server Diagnostics is usually installed on a dedicated volume to minimize the risk of
server processes interrupting the tests. Because of this, you must change the startup
disk to the volume with Server Diagnostics installed before you can use the tools.

To start up Server Diagnostics, set the startup volume of the server to the volume or
disk image containing Server Diagnostics.

You can change the startup disk in the Startup Disk pane of System Preferences. For
information about how to change the startup disk in System Preferences, see System
Preferences Help.

You can also temporarily change the startup disk by holding down a key while starting
up the server:

Goal Hold down this key at server startup

Choose the Server Diagnostics volume before Option
starting up Mac OS X

Start up the preinstalled Server Diagnostics EFI D

Start up using a Server Diagnostics EFI disk image Command and D
from the Internet

Start up using the Server Diagnostics EFI disk F1
image from a NetBoot server

If a firmware password is enabled and you try to temporarily change the startup
volume by holding down the Option key at startup, you must authenticate.



The Startup Disk pane of System Preferences can start up Server Diagnostics Mac OS X,
but not Server Diagnostics EFI. You can press the Option key at startup to start up
Server Diagnostics Mac OS X or Server Diagnostics EFI.

The server becomes unavailable when you use Server Diagnostics. Before starting
tests, alert users that the server will be unavailable.

About Server Diagnostics modes
Server Diagnostics can start up in any of three modes:

Mode Description Automatically enters mode if

Host The computer searches for You run Server Diagnostics
servers that are on the same Mac OS X and you're not logged
subnet and start Server in as root.

Diagnostics in remote mode.
When one is found, the host
computer controls Server
Diagnostics on the client server.

Client The server can be controlled by  You're running Server
a host computer. Diagnostics EFl and a host
computer is on the same subnet
or is directly connected.

Local The server runs all tests locally.  You're running Server
Diagnostics EFI, a host computer
isn't on the same subnet, and it
isn't directly connected.

If you're logged in as root on the server and you run Server Diagnostics Mac OS X, you
can choose which mode to enter.

Remotely test a client server

To test a client server, start up Server Diagnostics on the host computer, set it to
connect to the client server, start up the Server Diagnostics on the client server, and
then set the client server to be a client of the host computer.

The host computer must run Server Diagnostics Mac OS X. The client server can run
Server Diagnostics Mac OS X or Server Diagnostics EFI. The available tests are based on
which Server Diagnostics the client server is running.

When you start up Server Diagnostics EFI, the server looks for a host computer. If it
finds a host computer, the server enters client mode. If it doesn’t find a host computer,
the server enters local mode.
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When you start up Server Diagnostics Mac OS X, the server automatically becomes a
host computer if you logged in to Mac OS X with an account that isn’t root.

If Server Diagnostics Mac OS X doesn’t automatically become a host computer, it asks
if it should connect to a client server, be a client of a host computer, or run tests locally.

To remotely test a client server:

On the host computer, open Server Diagnostics Mac OS X (typically located in
/Applications/).

Choose from the following:

+ If you're logged in as root, when Server Diagnostics Mac OS X opens, a dialog asks you
to choose which mode to enter. Choose “Connect to remote server”and click OK.

« If you're not logged in as root, the dialog doesn’t appear, and Server Diagnostics
Mac OS X automatically enters host mode.

On the client server, change the startup disk to a volume with Server Diagnostics
and restart it.

You can also temporarily change the startup disk to be a volume with Server Diagnostics
on it or to a Server Diagnostics NetBoot disk image when you start up the server.

For information about how to change or temporarily change the startup volume, see
“Change the startup disk” on page 10.
If you're starting up Server Diagnostics Mac OS X, log in as root.

If Server Diagnostics Mac OS X doesn’t open automatically, open the Apple Server
Diagnostics application (typically located in /Applications/), choose “Client of a remote
host,” and then click OK.

If you're starting up Server Diagnostics EFI, the server enters client mode.

Verify that the host computer and client server have established a successful
connection by reviewing the following:

+ The IP address field in the Server Diagnostics window on the host computer should
match the IP address assigned to the client server.

+ The name of the Server Diagnostics window on the host computer is “Apple Server
Diagnostics remote log,” not “Apple Server Diagnostics local log.”

+ The log area of the client server uses more of the Server Diagnostics window. Shut
Down, Restart, and a few other buttons are removed.
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Test the local server using Server Diagnostics EFI

To test the local server, make sure none of the computers on the same subnet as the
server running Server Diagnostics Mac OS X is in host mode. If a computer on the
same subnet is running Server Diagnostics Mac OS X tools in host mode, the server
enters client mode.

To test the local server using Server Diagnostics EFI:
Restart the server and hold down the Option or F1 key to start up the volume or
NetBoot disk image with Server Diagnostics EFI.

For information about how to temporarily change the startup volume while starting
the computer, see “Change the startup disk” on page 10.

If Server Diagnostics EFI starts up and doesn't find a host computer, it enters local mode.

Test the local server using Server Diagnostics Mac OS X
To test the local server, you must log in as root. If you don’t log in as root, Server
Diagnostics Mac OS X enters host mode.

To test the local server using Server Diagnostics Mac OS X:

Change the startup disk of the server to a volume with Server Diagnostics Mac OS X,
restart it, and log in as root.

If Server Diagnostics Mac OS X doesn’t open, open it (typically located in
/Applications/).

When Server Diagnostics Mac OS X opens, choose “Local” from the dialog that appears
and click OK.
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3. Click to start testing. —

2. Set test options. —|

1. Select tests to run. —|

Use Server Diagnostics EFI
When Server Diagnostics EFI loads, the following screen appears:

I S
Test
Idle
Status
Vachine o7
Ready to star testing... Override fleversion = Base. 14
System Serial Number = COTFPOOFDNE?
NILB Serial Number « CO7 10SODIRDHONS
© MVISL9Z0066800.1 106011455
) : SNCVersion = 173161
Siortac: UIm O0IEZEN Product type: Mac mini Server (J40s)
Ende:  7Jun 11195315 6T]
Elapsed Time: 00:00:21 17 Jun 11 [19:54:55 GMT]] * TESTING STARTED
Losp o 0 Custom (test 2) - Custom: Hardware Existence Check
[ onerror: ~Verifies and reports nardware device existence.
T Please check the below list to find any missing devices:
Note: 2internal drives expected on Ma mini servers
Dtooptests @ [ times internal Drives: 2
© () 65 () IS EthernetPorts:
= Note: o opticaldrives expected an hac mini servers
G Arrorc R E = ~Testrassea
» CJVsBPort: USB Port Presence 5B d))| Test
Processor = 0:L1 Cache Test GUID MAY -
SMC:SMC PID Semsor check Testrassed
> and Test
“TestFassed
b Semory PrOGUCt (st 501~ Praduct:verity BofFash Withcrc
~Verify Bof Flash With Cre
TestPassed
Memory
testPassea
Memory _ DIMMO/BANK 1 (est 513 - Memory - DIVMI/GANK 1
S| || -restpasse
T} | - [7 Jun 11 [19:55:15 GMT]] = STARTUP TESTING PASSED *
DeselectAl Tests Selected: 59 outof 67

Shut Down

Use Server Diagnostics Mac OS X

When Server Diagnostics Mac OS X loads, the following screen appears:

800

Apple Server

local log - 1

System Info: 10.7(11A2030) 1P Address:127.0.0.1

Q

View log: [ Test D

3. Click to start testing. ——|  startTesting

2. Set test options. —

1. Select tests to run. —|

Status:  * All startup tests passed [Elapsed time = 00:00:00] *
Start Time: 07 Jun 2011 14:41:38
End Time: 07 Jun 2011 14:41:38

Elapsed Time: 00:00:00

onermor: (500 +)

o0p tests by: (=) Count: 2

Time: 1

Test Selections
N
» (¥ Bluetooth

P[] USB Port: USB Port Device Presence Test {connected USB dev
[V Sensor: Sensor Reads Within Operating Range

» (= Ethernet Controller: Bult-in
» (¥ Fan: Exhaust
» (¥ Video Controller

(¥ Hard Drive: Short random multi-block test

Test Group: | Default

Tests selected: 47 of 54

07 Jun 2071 1
07 Jun 2011 14
- Verifies and reports hardware configuration.

36] " TESTING STARTED ©

Please check hat there are no missing devices in the following report:

Note: 2 interal drives expected on Mac mini servers
Internal Drives: 2

DIMMs:2

Ethemet Ports: 1

Note: No optical drives expected on Mac mini servers
&0

g
g
g

[14:4138]
07 Jun 2011 14:41:38]

- Check SMBIOS for devices that are flagged as having an error

[14:41:38]  TestPassed
07 Jun 2011 14:41:38]

- Check SMBIOS for devices that are flagged as having an efror

o|[14:41:38]  TestPassed

[07 Jun 2011 14:41:38] * All startup tests passed [Elapsed time = 00:00:00] *

:38]  Gustom: Hardware Existence Gheck (test #2) - Hardware Existence

Memory - DIMMOBANK O (test #4) - SMBIOS selfest check

Memory - DIMMO/BANK 1 (iest #4) - SMBIOS self-test check

| ShutDown | |

Restart

— 4.View test results.

— 4. View test results.
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