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Home Folder Only

When you choose the “Home Folder Only” option, authenticated users are confined to
their home folders and do not have access to the FTP root or other FTP share points,
as shown in the following illustration:

lie

bin Users etc Library system Volumes

FTP share point
incorporated
within virtual root

FTP server

Share point
Projects  Reports
Looks like*“/ "
to anonymous
FTP users
Symbolic link

Data Photos

Anonymous users and users without home folders still have access to the FTP root but
cannot browse FTP share points.

On-the-Fly File Conversion
FTP service in Mac OS X Server enables users to request compressed or decompressed
versions of information about the server.

A file-name suffix such as“.Z" or “.gz" indicates that the file is compressed. If a user
requests a file named “Hamlet.txt” and the server only has a file named “Hamlet.txt.Z,”
the server knows that the user wants the decompressed version, and delivers it to the
user in that format.

In addition to standard file compression formats, FTP in Mac OS X Server can read
files from Hierarchical File System (HFS) or non-HFS volumes and convert the
files to MacBinary (.bin) format. MacBinary is one of the most commonly used file
compression formats for the Macintosh operating system.
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The following table shows common file extensions and the type of compression
they designate.

.9z DEFLATE compression

Zz UNIX compress

.bin MacBinary encoding

tar UNIX tar archive

1z UNIX compressed tar archive
tarZ UNIX compressed tar archive
.cre UNIX checksum file

.dmg Mac OS X disk image

Files with Resource Forks
Mac OS X clients can take advantage of on-the-fly conversion to transfer files created
using older file systems that store information in resource forks.

If you enable MacBinary and disk image autoconversion in FTP service settings, files
with resource forks are listed as .bin files on FTP clients. When a client asks to have one
of these files transferred, on-the-fly conversion recognizes the .bin suffix and converts
the file to a genuine .bin file for transfer.

Kerberos Authentication

FTP supports Kerberos authentication. You choose the authentication method using
the General pane of FTP service settings in Server Admin. See “Configuring FTP General
Settings” on page 124.

FTP Service Specifications
FTP service has the following default specifications:

« Maximum authenticated users: 50
« Maximum anonymous users: 50

+ Maximum connected users: 1000
« FTP port number: 21

+ Number of failed login attempts before user is disconnected: 3
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Setup Overview
Here is an overview of the basic steps for setting up FTP service.

Step 1: Before you begin
For issues to keep in mind when you set up FTP service, read “Before Setting Up FTP
Service” on page 123.

Step 2: Turn on FTP service
Before configuring FTP service, FTP must be turned on. See “Turning On FTP
Service” on page 123.

Step 3: Configure FTP General settings

General settings enable you to specify the number of authenticated and anonymous
users that can connect to the server, limit the number of login attempts, and provide
an administrator address. See “Configuring FTP General Settings” on page 124.

Step 4: Configure FTP Messages settings

Messages settings enable you to display banner and welcome messages, set the
number of login attempts, and provide an administrator address. See “Configuring FTP
Greeting Messages” on page 126.

Step 5: Configure FTP Logging settings

Logging settings enable you to specify the FTP-related events you want to log for
authenticated and anonymous users. See “Configuring FTP Logging Settings” on
page 129.

Step 6: Configure FTP Advanced settings
Advanced settings enable you to change the FTP root and choose which items users
can see. See “Configuring FTP Advanced Settings” on page 130.

Step 7: Create an uploads folder for anonymous users

If you enabled anonymous access in Step 2, you might want to create a folder for
anonymous users to upload files. The folder must be named “uploads.” It is not a share
point but must have correct access privileges. See “Creating an FTP Uploads Folder for
Anonymous Users” on page 132.

Step 8: Create share points and share them using FTP

Use the Sharing service of Server Admin to specify the share points that you want to
make available through FTP. You must explicitly configure a share point to use FTP so
that FTP users can access the share point. See “Creating a Share Point” on page 36 and
“Changing FTP Settings for a Share Point” on page 42.

Step 9: Start FTP service
After you configure FTP service, start the service to make it available. See “Starting FTP
Service” on page 131.
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Before Setting Up FTP Service

When determining whether to offer FTP service, consider the type of information

you will share and who your clients are. FTP works well when you want to transfer
large files such as applications and databases. In addition, if you want to permit guest
(anonymous) users to download files, FTP is a secure way to provide this service.

Server Security and Anonymous Users

Enabling anonymous FTP poses a security risk to your server and data because you
open your server to users that you do not know. The access privileges you set for
the files and folders on your server are the most important way to keep information
secure.

The default settings for FTP prevent anonymous users from performing the following
actions:

+ Deleting files

+ Renaming files

+ Overwriting files

+ Changing permissions of files

Anonymous FTP users are permitted only to upload files to a special folder named

“uploads”in the FTP root. If the uploads folder doesn't exist, anonymous users can't
upload files.

Turning On FTP Service

Before you can configure FTP settings, you must turn on FTP service in Server Admin.
To turn on FTP service:

1 Open Server Admin and connect to the server.

2 Click Settings, then click services.

3 Click the FTP checkbox.

4 Click Save.
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Setting Up FTP Service

There are four groups of settings on the Settings pane for FTP service in Server Admin:

+ General. Use to set information about access, file conversion, and login attempts for
FTP service.

+ Messages. Use to configure messages that appear to clients using FTP service.
+ Logging. Use to configure and manage logs for FTP service.
+ Advanced. Use to configure and administer advanced settings.

The following sections describe how to configure these settings, and how to start FTP
service when you finish.

Configuring FTP General Settings
You can use the General settings to limit the number of login attempts, provide an
administrator address, and limit the number and type of users.

To configure FTP General settings:

Open Server Admin and connect to the server.
Click the triangle at the left of the server.

The list of services appears.

From the expanded Servers list, select FTP.
Click Settings, then click General.

To indicate the number of times users can try to connect before they are disconnected,
enter a number in “Disconnect client after __ login failures.”

To provide a contact for your users, enter a mail address in the “FTP administrator email
address” field.

From the Authentication pop-up menu, choose an authentication method.

To limit the number of authenticated users who can connect to your server at the
same time, enter a number in the “Allow a maximum of __ authenticated users” field.

Authenticated users have accounts on the server. You can view or add them using the
Accounts module of Workgroup Manager.

To permit anonymous users to connect to the server, select “Enable anonymous
access.”

Important: Before selecting this option, review the privileges assigned to your
share points under File Privileges in the Sharing pane to make sure there are no
security holes.

Anonymous users can log in using the name “ftp” or “anonymous.” They do not need
a password to log in, but they are prompted to enter their mail addresses.
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To limit the number of anonymous users who can connect to your server at the same
time, enter a number in the “Allow a maximum of __ anonymous users” field.

If you want to have files that have resource forks listed with a .bin suffix so that clients
can take advantage of automatic file conversion when transferring them, select
“Enable MacBinary and disk image auto-conversion.”

Click Save.

From the command line:

You can view or configure the FTP service settings using the serveradmin command.
To view a setting:

$ sudo serveradmin settings ftp:setting

To view all settings:

$ sudo serveradmin settings ftp

To view a group of settings:

You can view a group of settings that have part of their names in common by entering
as much of the name as you want, stopping at a colon (:), and entering an asterisk (¥)
as a wild card for the remaining parts of the name. For example:

$ sudo serveradmin settings ftp:logCommands:*

To change FTP service settings:

$ sudo serveradmin settings

ftp:loginFailuresPermitted = value

ftp:administratorEmailAddress = value

ftp:authLevel = value

ftp:maxRealUsers = value

ftp:anonymousAccessPermitted = value

ftp:maxAnonymousUsers = value

ftp:enableMacBinAndDmgAutoConversion = value

Control-D

Parameter (ftp:) Description

administratorEmailAddress Sets the administrator mail address.

Default = "user@hostname"

anonymousAccessPermitted Allows anonymous access to FTP if you change
the default setting to yes.
Default = no

authLevel Sets the authentication method.“KERBEROS" and

“ANY METHOD" are the other possible values.

Default =“STANDARD”
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enableMacBinAndDmgAutoConversion Default = yes
loginFailuresPermitted Default = 3
maxAnonymousUsers Default =50
maxRealUsers Default = 50

For information about command-line parameters for FTP, see “FTP Parameters” on
page 148. For information about serveradmin, see its man page. For the basics of
command-line tool usage, see Introduction to Command-Line Administration.

Configuring FTP Greeting Messages
Users see the banner message when they first contact your server (before they log in),
and then they see the welcome message when they log in.

To change banner and welcome messages:
Open Server Admin and connect to the server.
Click the triangle at the left of the server.

The list of services appears.

3 From the expanded Servers list, select FTP.

Click Settings, then click Messages.

The Messages pane appears, displaying the current text for both messages.
Edit the text.

Select “Show welcome message” and “Show banner message.”

Click Save.

From the command line:

To change the message and display settings:

$ sudo serveradmin settings

ftp:bannerMessage = "value"
ftp:welcomeMessage = "value"
ftp:showBannerMessage = value

ftp:showWelcomeMessage = value

Control-D
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Parameter (ftp:) Description

bannerMessage Displays a banner message that appears when
you are prompted to log in to FTP. Customize to
your own preferences.

Default ="----------—---—-—- -
——————— This is the "Banner" message
for the Mac 0S X Server's FTP
server process.

FTP clients will receive this
message immediately before being
prompted for a name and password

PLEASE NOTE: Some FTP clients may
exhibit problems if you make this
file too long.

welcomeMessage Displays a welcome message that appears
after you log in to FTP. Customize to your own
preferences. Default = "——-—————————————
—————————————————————— This is the
"Welcome" message for the Mac 0S X
Server's FTP server process.

FTP clients will receive this
message right after a successful

log in.
showBannerMessage Default = yes
showWelcomeMessage Default = yes

For information about command-line parameters for FTP, see “FTP Parameters” on
page 148. For information about serveradmin, see its man page. For the basics of
command-line tool usage, see Introduction to Command-Line Administration.

Displaying FTP Banner and Welcome Messages
FTP service in Mac OS X Server lets you greet users who contact or log in to your
server.

Note: Some FTP clients might not display the message in an obvious place, or they
might not display it at all. For example, in recent releases of the FTP client Fetch, you
set a preference to display server messages.

The banner message appears when a user contacts the server, before they log in. The
welcome message appears after they successfully log in.
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To display banner and welcome messages to users:
Open Server Admin and connect to the server.

Click the triangle at the left of the server.
The list of services appears.

From the expanded Servers list, select FTP.
Click Settings, then click Messages.

Select “Show welcome message.”

Select “Show banner message.”

Click Save.

From the command line:

To change display settings:

$ sudo serveradmin settings

ftp:showBannerMessage = value

ftp:showllelcomeMessage = value

Control-D
showBannerMessage Default = yes
showWelcomeMessage Default = yes

For information about command-line parameters for FTP, see “FTP Parameters” on
page 148. For information about serveradmin, see its man page. For the basics of
command-line tool usage, see Introduction to Command-Line Administration.

Displaying FTP Messages Using message.txt Files
If an FTP user opens a folder on your server that contains a file named “message.txt,”
the file contents appear as a message.

The user sees the message only the first time they connect to the folder during an FTP
session. You can use the message to notify users of important information or changes.

Using FTP README Messages

If you place a file named README in a folder, an FTP user who opens that folder
receives a message letting them know that the file exists and when it was last
updated. The user can then choose to open and read the file.
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Configuring FTP Logging Settings

Logging settings enable you to choose which FTP-related events to record.
For authenticated or anonymous users, you can record:

« Uploads

+ Downloads

« FTP commands

+ Rule violation attempts

To configure FTP Logging settings:
Open Server Admin and connect to the server.

Click the triangle at the left of the server.
The list of services appears.

From the expanded Servers list, select FTP.
Click Settings, then click Logging.

In the FTP log for anonymous users in the “Log Anonymous Users” section, select
events you want to record.

In the FTP log for authenticated users in the “Log Authenticated Users” section, select
events you want to record.

Click Save.

To view the log, select FTP in Server Admin and click Log.

From the command line:

To configure FTP log settings:

$ sudo serveradmin settings
ftp:logCommands:anonymous = value
ftp:logCommands:real = value
ftp:logSecurity:anonymous = value
ftp:logSecurity:real = value
ftp:logTransfers:anonymous:inbound = value
ftp:logTransfers:anonymous:outbound = value
ftp:logTransfers:real:inbound = value

ftp:logTransfers:real:outbound = value

Control-D

logCommands :anonymous Default = no
logCommands:real Default = no
logSecurity:anonymous Default = no
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Parameter (ftp:) Description

logSecurity:real Default = no

logTransfers:anonymous : inbound Default = yes
logTransfers:anonymous :outbound Default = yes
logTransfers:real:inbound Default = yes
logTransfers:real:outbound Default = yes

For information about command-line parameters for FTP, see “FTP Parameters” on
page 148. For information about serveradmin, see its man page. For the basics of
command-line tool usage, see Introduction to Command-Line Administration.

Configuring FTP Advanced Settings
Advanced settings enable you to change the FTP root folder and to specify folders that
authenticated FTP users can access.

To configure FTP Advanced settings:
Open Server Admin and connect to the server.
Click the triangle at the left of the server.

The list of services appears.

3 From the expanded Servers list, select FTP.

Click Settings, then click Advanced.

5 For“Authenticated users see,” choose the type of user environment you want to use:

FTP Root with Share Points, Home Folder with Share Points, or Home Folder Only.
For more information, see “FTP Users” on page 117.

To change the FTP root, enter the new pathname in the FTP root field, or click Choose
to select the new folder.

For more information, see “The FTP Root Folder” on page 117.
From the command line:

You can also change the directory where the FTP content is stored using the
serveradmin command. By default, the directory is /Library/FTPServer/FTPRoot.

To change where the FTP content is stored:
$ sudo serveradmin settings ftp:ftpRoot = "value"

For information about serveradmin, see its man page. For the basics of command-line
tool usage, see Introduction to Command-Line Administration.
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Starting FTP Service
You must start FTP service to make it available to users.

To start FTP service:

Open Server Admin and connect to the server.
Click the triangle at the left of the server.

The list of services appears.

From the expanded Servers list, select FTP.
Click Start FTP (below the Servers list).

From the command line:
To start FTP service:

$ sudo serveradmin start ftp

For information about serveradmin, see its man page. For the basics of command-line
tool usage, see Introduction to Command-Line Administration.

Permitting Anonymous FTP User Access

You can permit guests to log in to your FTP server with the user name “ftp” or
“anonymous.” Guests don’'t need a password to log in, but they are prompted to enter
a mail address.

For better security, do not enable anonymous access.
To enable anonymous FTP service:

Open Server Admin and connect to the server.

Click the triangle at the left of the server.

The list of services appears.

From the expanded Servers list, select FTP.

Click Settings, then click General.

Under Access, select “Enable anonymous access.”
The default limit is 50.

Click Save.

From the command line:
To enable anonymous FTP access:

$ sudo serveradmin settings ftp:anonymousAccessPermitted = yes

For information about serveradmin, see its man page. For the basics of command-line
tool usage, see Introduction to Command-Line Administration.
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Creating an FTP Uploads Folder for Anonymous Users

The uploads folder provides a place for anonymous users to upload files to the FTP
server. [t must exist at the top level of the FTP root folder and be named “uploads.”
If you change the FTP root folder, the uploads folder must also be changed.

To create an uploads folder for anonymous users:
Use the Finder to create a folder named “uploads” at the top level of your server FTP
root folder.

Set privileges for the folder to permit guest users to write to it.

From the command line:
You can also set up an FTP upload folder using the mkdir and chmod commands
in Terminal.

Create a folder named “uploads” at the top level of your server FTP root folder:
$ sudo mkdir /Library/FTPServer/FTPRoot/uploads
Set privileges for the folder to permit guest users to write to it:

$ chmod o + w /Library/FTPServer/FTPRoot/uploads

Changing the FTP User Environment
Use the Advanced pane of FTP service settings to change the user environment.

To change the FTP user environment:
Open Server Admin and connect to the server.

Click the triangle at the left of the server.
The list of services appears.

From the expanded Servers list, select FTP.
Click Settings, then click Advanced.

From the “Authenticated users see” pop-up menu, choose the type of user
environment you want to provide:

+ Use“FTP Root with Share Points” to set up the Users folder as a share point.
Authenticated users log in to their home folders, if they're available. Authenticated
and anonymous users can see other users’ home folders.

+ Use“Home Folder with Share Points” to log authenticated FTP users in to their home
folders. They have access to home folders, the FTP root, and FTP share points.

+ Use “Home Folder Only” to restrict authenticated FTP to user home folders.
Click Save.

Regardless of the user environment you choose, access to data is controlled by the
access privileges that you or users assign to files and folders.
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Anonymous users and authenticated users who don't have home folders (or whose
home folders are not located in a share point they have access to) are always logged
in at the root level of the FTP environment.

Changing the FTP Root Folder
Use the Advanced pane of FTP service settings to change the path to the FTP
root folder.

To specify a different FTP root:

Select the folder you want to use.

If the folder doesn't exist, create it and configure it as an FTP share point.
Open Server Admin and connect to the server.

Click the triangle at the left of the server.

The list of services appears.

From the expanded Servers list, select FTP.

5 Click Settings, then click Advanced.

In the “FTP root” field, enter the path to the new folder or click the Choose button and
select the folder.

From the command line:
You can also change the directory where FTP content is stored using the serveradmin
command. By default, the directory is /Library/FTPServer/FTPRoot.

To change where FTP content is stored:
$ sudo serveradmin settings ftp:ftpRoot = "value"

For information about serveradmin, see its man page. For the basics of command-line
tool usage, see Introduction to Command-Line Administration.

Managing FTP Service
This section describes typical tasks you perform after you set up FTP service on your
server. Initial setup information appears in “Setting Up FTP Service” on page 124.

Checking FTP Service Status
Use Server Admin to check the status of FTP service.

To view FTP service status:

Open Server Admin and connect to the server.
Click the triangle at the left of the server.

The list of services appears.

From the expanded Servers list, select FTP.
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To see whether the service is running, when it started, the number of authenticated
and anonymous connections, and whether anonymous access is enabled, click
Overview.

To review the event log, click Log.

To see a graph of connected users, click Graph:s.

To choose the duration of time to graph data for, use the pop-up menu.
To see a list of connected users, click Connections.

The list includes the user name, type of connection, user IP address or domain name,
and event activity.

From the command line:

To see if the service is running:

$ sudo serveradmin status ftp

To see complete status:

$ sudo serveradmin fullstatus ftp

To view the FTP log:

$ tail log-file

By default, 10g-fi1eis located in /Library/Logs/FTPtransfer.log. To see where the
current transfer log is located, use the serveradmin getLogPaths command.

To see a list of connected users:
$ ftpcount
or

$ sudo serveradmin command ftp:command = getConnectedUsers

For information about serveradmin, see its man page. For the basics of command-line
tool usage, see Introduction to Command-Line Administration.

Viewing the FTP Service Log
Use Server Admin to view the FTP log.

To view the FTP log:

Open Server Admin and connect to the server.
Click the triangle at the left of the server.

The list of services appears.

From the expanded Servers list, select FTP.
Click Log.

To search for specific entries, use the Filter field in the upper right corner.
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From the command line:
You can also view the FTP log using the cat or tail commands in Terminal.

To view the FTP log:

$ tail log-file

By default, the 10g-fiie s located in the /Library/Logs/FTPtransfer.log. To see where
the current transfer log is located, use the serveradmin getLogPaths command.

For the basics of command-line tool usage, see Introduction to Command-Line
Administration.

Viewing FTP Graphs
Use Server Admin to view FTP graphs.

To view FTP graphs:
Open Server Admin and connect to the server.
Click the triangle at the left of the server.

The list of services appears.

3 From the expanded Servers list, select FTP.

To see a graph of average connected user throughput over a period of time,
click Graphs.

To choose the duration of time to graph data for, use the pop-up menu.

To update the data in the graphs, click the Refresh button (below the Servers list).

Viewing FTP Connections
Use Server Admin to view clients that are connected to the server through FTP service.

To view FTP connections:
Open Server Admin and connect to the server.
Click the triangle at the left of the server.

The list of services appears.

3 From the expanded Servers list, select FTP.

To see a list of connected users, click Connections.

The list includes user name, type of connection, user IP address or domain name, and
event activity.

To update the list of connected users, click the Refresh button (below the Servers list).
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From the command line:
To view FTP connections:

$ ftpcount
or

$ sudo serveradmin command ftp:command = getConnectedUsers

For information about serveradmin, see its man page. For the basics of command-line
tool usage, see Introduction to Command-Line Administration.

Stopping FTP Service

You stop FTP service using Server Admin.

To stop FTP service:

Open Server Admin and connect to the server.
Click the triangle at the left of the server.

The list of services appears.

From the expanded Servers list, select FTP.
Click Stop FTP (below the Servers list).

Click Stop Now.

From the command line:
To stop FTP service:

$ sudo serveradmin stop ftp

For information about serveradmin, see its man page. For the basics of command-line
tool usage, see Introduction to Command-Line Administration.
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Solving Problems

Use this chapter to find solutions to common problems
you might encounter while working with file services in
Mac OS X Server.

Problems are listed in the following categories:
+ Problems with share points
+ Problems with AFP service
+ Problems with SMB service
+ Problems with NFS service

« Problems with FTP service

Problems with Share Points
This section describes potential problems with share points and ways to diagnose and
resolve the problems.

If Users Can't Access Shared Optical Media
If users can't access shared optical media:

+ Make sure the optical media is a share point.

+ If you share multiple media, make sure that each has a unique name in the Sharing
pane.

If Users Can't Access External Volumes Using Server Admin
Make sure the server is logged in.

If Users Can’t Find a Shared Item
If users can’t find a shared item:

+ Check the access privileges for the item. The user must have Read access privileges
to the share point where the item is located and to each folder in the path to
the item.
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+ Server administrators don’t see share points the same way a user does over AFP
because administrators see everything on the server.

To see share points from a user’s perspective, select “Enable administrator to
masquerade as any registered user”in the Access pane of the Settings pane of AFP
service in Server Admin. You can also log in using a user’s name and password.

+ Although DNS is not required for file services, an incorrectly configured DNS could
cause a file service to fail. For more information about DNS configuration, see
Network Services Administration.

If Users Can’t Open Their Home Folder
If users can’t open their home folder:

+ Make sure the share point used for home folders is set up as an automount for
home folders in Server Admin.

+ Make sure the share point is created in the same Open Directory domain as
user accounts.

+ Make sure the client computer is set to use the correct Open Directory domain
using Directory Services in the Accounts pane of System Preferences.

If Users Can't Find a Volume or Folder to Use as a Share Point
If users can't find a volume or folder to use as a share point:
« Make sure the volume or folder name does not contain a slash (“/”) character.
The Share Points pane of Server Admin lists the volumes and folders on your server

but it can't correctly display the names of volumes and folders that include the
slash character.

+ Make sure you're not using special characters in the name of the volume or folder.

If Users Can't See the Contents of a Share Point
If you set Write Only access privileges to a share point, users can't see its contents.
Change the access privileges to Read Only or to Read & Write.

Problems with AFP Service
This section describes potential problems with AFP service and ways to diagnose and
resolve them.

If Users Can’t Find the AFP Server
If users can't find the AFP server:

« Make sure the network settings are correct on the user’s computer and on the
computer that is running AFP service. If you can't connect to other network
resources from the user’s computer, the network connection might not be working.
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Make sure the file server is running. Use the Ping pane in Network Utility to check
whether the server at the specified IP address can receive packets from clients over
the network.

Check the name you assigned to the file server and make sure users are looking for
the correct name.

If Users Can’t Connect to the AFP Server
If users can’t connect to the AFP server:

Make sure the user has entered the correct user name and password. The user name
is not case sensitive, but the password is.

In the Accounts module of Workgroup Manager, verify that logging in is enabled for
the user.

See if the maximum number of client connections has been reached (in the AFP
Service Overview). If it has, the user should try to connect later.

Make sure the server that stores users and groups is running.

Make sure IP Filter service is configured to enable access on port 548 if the user is

trying to connect to the server from a remote location. For more on IP filtering, see
Network Services Administration.

If Users Don’t See the Login Greeting
If users can't see the login greeting, upgrade the software on their computer. AFP
client computers must use AppleShare client software v3.7 or later.

Problems with SMB Service
This section describes potential SMB service problems and ways to diagnose and
resolve them.

If Windows Users Can’t See the Windows Server in Network Places
If Windows users can't see the server in my Network Places:

Make sure the user’s computer is configured for TCP/IP and has the correct Windows
networking software installed.

Make sure the user has guest access.

Go to the DOS prompt on the client computer and enter ping <IP address>, Where
<IP address> is your server's address. If the ping fails, there is a TCP/IP problem.

If the user is on a different subnet from the server, make sure you have a WINS
server on your network.

Note: If Windows computers are configured for networking and connected to the
network, client users can connect to the file server even if they can't see the server
icon in my Network Places.
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If Users Can't Log In to the Windows (SMB) Server

If users can’t log in to the Windows (SMB) Server, use the dirt command to make
sure Password Server is configured correctly (if you are using Password Server to
authenticate users). Also, verify the hash methods you enabled in Server Admin.

Problems with NFS Service
Following are general issues and recommendations to keep in mind when using
NFS service:

+ Not entering the full path to the NFS share point causes errors on the client side.

« If you export more than one NFS share point, you cannot have nested exports on
a single volume, which means one exported directory cannot be the child of
another exported directory on the same volume.

» To see available NFS mounts, use showmount -e IP address in Terminal, where
IP address is the server’s address.

+ NFS server errors and warnings are logged to /var/log/system.log.
+ nfsd status can be used to display the status of the NFS daemons.

+ nfsd checkexports Can be used to verify the current set of exports definitions.

For information about using NFS to host home folders, see User Management.

Problems with FTP Service
This section describes potential FTP service problems and ways to diagnose and
resolve them.

If FTP Connections Are Refused

If FTP connections are refused:

« Verify that the user is entering the correct DNS name or IP address for the server.
« Make sure FTP service is on.

+ Make sure the user has correct access privileges to the shared volume.

+ See if the maximum number of connections has been reached. To do this, open
Server Admin, select FTP in the Servers list, and click Overview. Note the number
of connected users, click Settings, click General, and compare to the maximum user
settings you have set.

« Verify that the user’'s computer is correctly configured for TCP/IP. If there doesn’'t
appear to be a problem with TCP/IP settings, use the Ping pane in Network Utility
to check network connections.

+ See if there’s a DNS problem by trying to connect using the IP address of the FTP
server instead of its DNS name. If the connection works with the IP address, there
might be a problem with the DNS server.
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« Verify that the user is correctly entering his or her short name and password.
User names and passwords with special characters or double-byte characters don’t
work. To find the user’s short name, double-click the user’s name in the Users &
Groups list.

+ See if there are problems with directory services, and make sure the directory
services server is operating and connected to the network. For help with directory
services, see Open Directory Administration.

« Verify that IP Filter service is configured to enable access to the correct ports.
If clients still can't connect, see if the client is using FTP passive mode and turn
it off. Passive mode causes the FTP server to open a connection to the client on
a dynamically determined port, which could conflict with port filters set up in
IP Filter service.

+ Check the /Library/FTPServer/Messages/error.txt file for clues as to what the
problem might be.

If Clients Can't Connect to the FTP Server

If users can't connect to the FTP server, see if the client is using FTP passive mode,
and turn it off. Passive mode causes the FTP server to open a connection on

a dynamically determined port to the client, which could conflict with port filters
set up in IP Filter service.

If Anonymous FTP Users Can’t Connect
If anonymous users can't connect to FTP service:

« Verify that anonymous access is turned on.

+ See if the maximum number of anonymous user connections has been reached.
To do this, open Server Admin and click FTP in the Servers list.
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Command Line Parameters for File

Services

Creating a Share Point
You can include the following parameters when creating a share point using the
sharing command in Terminal.command

path The full path to the folder you want to share.
customname The name of the share point. If you don't specify

the custom name, it’s set to the name of the
folder, the last name in path.

afpname The share point name shown to and used by AFP
clients. This name is not the same as the share
point name.

ftoname The share point name shown to and used by FTP
clients.

smbname The share point name shown to and used by SMB
clients.

shareflags A three-digit binary number indicating the

protocols used to share the folder.

The digits represent, from left to right, AFP, FTP,
and SMB.

1=shared, 0=not shared.
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Parameter Description

guestflags A group of flags indicating which protocols allow
guest access.

The flags are written as a three-digit binary
number with the digits representing, from left to
right, AFP, FTP, and SMB.

1=quests allowed, 0=guests not allowed.

inheritflags A group of flags indicating whether new items in
AFP or SMB share points inherit the ownership
and access permissions of the parent folder.

The flags are written as a two-digit binary
number with the digits representing, from left to
right, AFP and SMB.

1=inherit, 0=don't inherit.

creationmask The SMB creation mask. Default=0644.
directorymask The SMB folder mask. Default=0755.
oplockflag A parameter that specifies whether opportunistic

locking is allowed for an SMB share point.
1=enable oplocks, 0=disable oplocks.

strictlockingflag A parameter that specifies whether strict locking
is used on an SMB share point. 1=enable strict
locking, 0=disable.

AFP Parameters
The following sections provide additional details about AFP parameters.

AFP Service Settings
You can configure the following AFP service settings using the serveradmin tool
in Terminal.

Parameter (afp:) Description

activityLog Turn activity logging on or off.
Default = no
activityLogPath Location of the activity log file.

Default= /Library/Logs/
AppleFileService/
AppleFileServiceAccess.log

activityLogSize Rollover size (in kilobytes) for the activity log.
Used only if activityLogTime isn't specified.

Default =1000
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Parameter (afp:)

Description

activityLogTime

Rollover time (in days) for the activity log.

Default = 7

admin31GetsSp

Set to yes to force administrator users on
Mac OS X to see share points instead of volumes.

Default = yes

adminGetsSp

Set to yes to force administrator users on
Mac OS 9 to see share points instead of volumes.

Default = no

afpServerEncoding

Encoding used with Mac OS 9 clients.
Default = 0

afpTCPPort

TCP port used by AFP on server.
Default = 548

allowRootLogin

Allow user to log in as root.

Default = no

attemptAdminAuth

Allow administrator user to masquerade as
another user.

Default = yes

authenticationMode

Authentication mode. Can be:

« standard

« kerberos

+ standard_and kerberos

Default = "standard and_kerberos"

autoRestart

Enable AFP service to restart when abnormally
terminated.

Default = yes

clientSleepOnOff

Allow client computers to sleep.

Default = yes

clientSleepTime

Time (in hours) that clients are allowed to sleep.

Default = 24

createHomeDir

Create home folders.

Default = yes
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Parameter (afp:)

Description

errorLogPath Location of the error log.
Default = /Library/Logs/
AppleFileService/
AppleFileServiceError.log

errorLogSize + Rollover size (in kilobytes) for the error log.

Use only if errorLogTime isn't specified.

Default = 1000

errorLogTime Rollover time (in days) for the error log.
Default = 0

guestAccess Allow guest users access to the server.
Default = yes

idleDisconnectFlag: adminUsers Enforce idle disconnect for administrator users.
Default = yes

idleDisconnectFlag: guestUsers Enforce idle disconnect for guest users.
Default = yes

idleDisconnectFlag: registeredUsers Enforce idle disconnect for registered users.

Default = yes

idleDisconnectFlag:

Enforce idle disconnect for users with open files.

usersWithOpenFiles Default = yes
idleDisconnectMsg Idle disconnect message.
Default ="
idleDisconnectOnOff Enable idle disconnect.

Default = no

idleDisconnectTime

Idle time (in minutes) allowed before disconnect.

Default =10

kerberosPrincipal

Kerberos server principal name.

Default ="afpserver"

lock manager

Prevents simultaneous read/write access to
shared files.

Default = yes

loggingAttributes: logCreateDir Record folder creations in the activity log.
Default = yes

loggingAttributes: logCreateFile Record file creations in the activity log.
Default = yes

loggingAttributes: logDelete Record file deletions in the activity log.

Default = yes
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Parameter (afp:)

Description

loggingAttributes: logLogin

Record user logins in the activity log.

Default = yes

loggingAttributes: logLogout

Log user logouts in the activity log.

Default = yes

loggingAttributes: logOpenFork

Log file opens in the activity log.

Default = yes

loginGreeting

Login greeting message.

Default=""

loginGreetingTime

Last time the login greeting was set or updated.

maxConnections

Maximum simultaneous user sessions allowed by
the server.

Default = -1 (unlimited)

maxGuests

Maximum simultaneous guest users allowed.

Default = -1 (unlimited)

maxThreads

Maximum AFP threads. (Must be specified at
startup.)

Default = 40

noNetworkUsers

Indication to client that all users are users on the
server.

Default = no

reconlSrvrKeyTTLHrs

Time-to-live (in hours) for the server key used to
generate reconnect tokens.

Default =168

reconlTokenTTLMins

Time-to-live (in minutes) for a reconnect token.

Default=10080

reconnectFlag

Allow reconnect options. Can be set to:
* none

« all

*+ no_admin kills

Default="a11"

reconnectTTLInMin

Time-to-live (in minutes) for a disconnected
session waiting reconnection.

Default =1440
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registerAppleTalk Advertise the server using AppleTalk NBP.
Default = yes

registerNSL Advertise the server using Bonjour.
Default = yes

sendGreetingOnce Send the login greeting only once.
Default = no

shutdownThreshold Don't modify. Internal use only.

specialAdminPrivs Grant administrator users root user read/write
privileges.
Default = no

TCPQuantum TCP message quantum.

Default = 262144

tcpWindowSize The amount of data that can be sent on a
connection before receiver acknowledgment.
Default = 64

tickleTime Frequency of tickles sent to client.
Default = 30

updateHomeDirQuota Enforce quotas on the user’s volume.
Default = yes

useAppleTalk Don't modify. Internal use only.

AFP serveradmin Commands
To manage AFP service, use the following commands with serveradmin.

Command (afp:command=) Description

cancelDisconnect Cancel a pending user disconnect.
disconnectUsers Disconnect AFP users.

getConnectedUsers List settings for connected users.

getHistory View a periodic record of file data throughput or

number of user connections.

getLogPaths Display the locations of the AFP service activity
and error logs.

sendMessage Send a text message to connected AFP users.
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Command (afp:command=) Description

syncSharePoints Update share point information after changing
settings.

writeSettings Equivalent to the standard serveradmin

settings command, but also returns a setting
indicating whether the service must be restarted.

FTP Parameters
The following sections provide additional details about FTP parameters.

FTP Service Settings
You can configure the following FTP service settings using the serveradmin tool
in Terminal.

Parameter (ftp:) Description
administratorEmailAddress Sets the administrator mail address.

Default = "user@hostname"

anonymous-root Sets the anonymous root directory.

Default ="/Library/FTPServer/FTPRoot"

anonymousAccessPermitted Allows anonymous access to FTP if you change
the default setting to yes.
Default = no

authLevel Sets the authentication method.“KERBEROS" and

“ANY METHOD" are the other possible values.

Default = "STANDARD"

bannerMessage Displays a banner message that appears when
you are prompted to log in to FTP. Customize to
your own preferences.

Default ="-------------—-— -
——————— This is the "Banner" message
for the Mac 0S X Server's FTP
server process.

FTP clients will receive this
message immediately before being
prompted for a name and password

PLEASE NOTE: Some FTP clients may
exhibit problems if you make this
file too long.

chrootType Default = "STANDARD"
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Parameter (ftp:)

enableMacBinAndDmgAutoConversion

Description

Default = yes

ftpRoot

The directory where the FTP content is stored.

Default ="/Library/FTPServer/FTPRoot"

logCommands : anonymous Default = no
logCommands:guest Default = no
logCommands:real Default = no
loginFailuresPermitted Default = 3

logSecurity:anonymous Default = no
logSecurity:guest Default = no
logSecurity:real Default = no

logToSyslog Default = no
logTransfers:anonymous:inbound Default = yes
logTransfers:anonymous:outbound Default = yes
logTransfers:guest:inbound Default = no
logTransfers:guest:outbound Default = no
logTransfers:real:inbound Default = yes
logTransfers:real:outbound Default = yes
maxAnonymousUsers Default = 50
maxRealUsers Default = 50
showBannerMessage Default = yes
showWelcomeMessage Default = yes

welcomeMessage

Displays a welcome message that appears

after you log in to FTP. Customize to your own
preferences. Default = "—-—————————————
—————————————————————— This is the
"Welcome" message for the Mac 0S X

Server's FTP server process.

FTP clients will receive this
message right after a successful
log in.
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FTP serveradmin Commands
To manage FTP service, use the following commands with serveradmin.

Command (ftp:command=) Description

getConnectedUsers View connected users.
getLogPaths Show location of the FTP transfer log file.
writeSettings Equivalent to the standard serveradmin

settings command, but also returns a setting
indicating whether the service must be restarted.

SMB Parameters
The following sections provide additional details about SMB parameters.

SMB Service Settings
You can configure the following SMB service settings using the serveradmin tool in
Terminal.

Parameter (smb:) Description

adminCommands :homes Whether home folders are mounted when
Windows users log in so you don't need to set up
share points for each user.

Can be set to:
yes | no

This corresponds to the “Enable virtual share
points” checkbox in the Advanced pane of
Windows service settings in Server Admin.

adminCommands:serverRole The authentication role played by the server. Can
be set to:

+ standalone

+ domainmember

« primarydomaincontroller

« backupdomaincontroller

This corresponds to the Role pop-up menu in

the General pane of Windows service settings in
Server Admin.

domain master Whether the server is providing Windows domain
master browser service. Can be set to:

yes | no

This corresponds to the Domain Master Browser
checkbox in the Advanced pane of Windows
service settings in Server Admin.
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Parameter (smb:) Description

dos charset The code page being used. Can be set to:

Latin US)
Greek)
Baltic)
Latin1)
Latin2)
Icelandic)

° 437
* 737
* 775
® 850
® 852
° 861
° 866
* 932

Cyrillic)

Japanese SJIS)

* 936 (Simplified Chinese)

* 949 (Korean Hangul)

* 950 (Traditional Chinese)

* 1251 (Windows Cyrillic)

This corresponds to the Code Page pop-up
menu on the Advanced pane of Windows service
settings in Server Admin.

—_~ e~ —~ =~~~ o~~~

local master Whether the server is providing Windows
workgroup master browser service. Can be set to:

yes | no

This corresponds to the Workgroup Master
Browser checkbox in the Advanced pane of
Windows service settings in Server Admin.

log level The amount of detail written to the service logs.
Can be set to:

* 0 (Low:errors and warnings only)

* 1 (Medium: service start and stop,
authentication failures, browser name
registrations, and errors and warnings)

* 2 (High:service start and stop, authentication
failures, browser name registration events, log
file access, and errors and warnings)

This corresponds to the Log Detail pop-up menu

in the Logging pane of Windows service settings

in Server Admin.
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Parameter (smb:) Description

map to guest

Whether guest access is allowed. Can be set to:
« wNever" (No guestaccess)
- wBad User" (Allow guest access)

This corresponds to the “Allow Guest access”
checkbox in the Access pane of Window service
settings in Server Admin.

max smbd processes

The maximum allowed number of smbd server
processes.

Each connection uses its own smbd process,
so this is the same as specifying the maximum
number of SMB connections.

0 means unlimited.

This corresponds to the “maximum” client
connections field in the Access pane of the
Windows service settings in Server Admin.

netbios name

The server’s NetBIOS name. Can be set to a
maximum of 15 bytes of UTF-8 characters.

This corresponds to the “Computer Name”field in
the General pane of the Windows service settings
in Server Admin.

server string

Text that helps identify the server in the network
browsers of client computers. Can be set to a
maximum of 15 bytes of UTF-8 characters.

This corresponds to the “Description” field in the
General pane of the Windows service settings in
Server Admin.

wins support

Whether the server provides WINS support.
Can be set to:

yes | no

This corresponds to the WINS Registration

"Off” and “Enable WINS” server options in the
Advanced pane of the Windows service settings
in Server Admin.

wins server

The name of the WINS server used by the server.

This corresponds to the WINS Registration
“Register with WINS server” option and field
in the Advanced pane of the Windows service
settings in Server Admin.

workgroup

The server’s workgroup. Can be set to a
maximum of 15 bytes of UTF-8 characters.

This corresponds to the “Workgroup” field in the
General pane of the Windows service settings in
Server Admin.
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SMB serveradmin Commands
To manage SMB service, use the following commands with serveradmin.

Command (smb:command=) Description

disconnectUsers Disconnect SMB users.

getConnectedUsers List users connected to an SMB service.

getHistory List connection statistics.

getLogPaths Show location of service log files.

syncPrefs Update the service to recognize changes in share
points.

writeSettings Equivalent to the standard serveradmin

settings command, but also returns a setting
indicating whether the service must be restarted.
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