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To securely configure Appearance preferences:
1 Open Appearance preferences.

A screen similar to the following appears:

2 Set all “Number of Recent Items” preferences to None.

From the Command Line:

Securing Bluetooth Preferences
Bluetooth allows wireless devices, such as keyboards, mice, and mobile phones, to 
communicate with the computer. If the computer has Bluetooth capability, Bluetooth 
preferences become available. If you don’t see Bluetooth preferences, you cannot use 
Bluetooth.

Note:  Some high security areas do not allow radio frequency (RF) communication such 
as Bluetooth. Consult your organizational requirements for possible further 
disablement of the component.

When you disable Bluetooth in System Preferences, you must disable Bluetooth for 
every user account on the computer. 

# Securing Appearance Preferences

# -----------------------------

# Disable display of recent applications.

defaults write com.apple.recentitems Applications -dict MaxAmount 0
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This does not prevent users from reenabling Bluetooth. You can restrict a user account’s 
privileges so the user cannot reenable Bluetooth, but to do this, you remove several 
important user abilities, like the user’s ability to change his or her password. For more 
information, see “Types of User Accounts” on page 61.

To securely configure Bluetooth preferences:
1 Open Bluetooth preferences.

A screen similar to the following appears:

2 Deselect “Bluetooth Power.”

From the Command Line:

Securing CDs & DVDs Preferences
To secure CDs and DVDs, do not allow the computer to perform automatic actions 
when the user inserts a disc. 

When you disable automatic actions in System Preferences, you must disable these 
actions for every user account on the computer. 

# Securing Bluetooth Preferences

# -----------------------------

# Turn Bluetooth off.

defaults write /Library/Preferences/com.apple.Bluetooth \ 

ControllerPowerState -int 0
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This does not prevent users from reenabling automatic actions. To prevent the user 
from reenabling automatic actions, you must restrict the user’s account so the user 
cannot open System Preferences. For more information on restricting accounts, see 
“Securing Nonadministrator Accounts” on page 64.

To securely configure CDs & DVDs preferences:
1 Open CDs & DVDs preferences.

A screen similar to the following appears:

2 Disable automatic actions when inserting media by choosing Ignore for each pop-up 
menu.

From the Command Line:

Securing Date & Time Preferences
Correct date and time settings are required for authentication protocols, like Kerberos. 
Incorrect date and time settings can cause security issues. 

# Securing CDs & DVDs Preferences

# -----------------------------

# Disable blank CD automatic action.

defaults write /Library/Preferences/com.apple.digihub 

com.apple.digihub.blank.cd.appeared -dict action 1

# Disable music CD automatic action.

defaults write /Library/Preferences/com.apple.digihub 

com.apple.digihub.cd.music.appeared -dict action 1

# Disable picture CD automatic action.

defaults write /Library/Preferences/com.apple.digihub 

com.apple.digihub.cd.picture.appeared -dict action 1

# Disable blank DVD automatic action.

defaults write /Library/Preferences/com.apple.digihub 

com.apple.digihub.blank.dvd.appeared -dict action 1

# Disable video DVD automatic action.

defaults write /Library/Preferences/com.apple.digihub 

com.apple.digihub.dvd.video.appeared -dict action 1
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You can use Date & Time preferences (shown below) to set the date and time based on 
a Network Time Protocol (NTP) server. 

If you require automatic date and time, use a trusted, internal NTP server.

To securely configure Date & Time preferences:
1 Open Date & Time preferences.

2 In the Date & Time pane, enter a secure and trusted NTP server in the “Set date & time 
automatically” field. 

3 Click the Time Zone button.

A screen similar to the following appears:
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4 Choose a time zone.

From the Command Line:

Securing Desktop & Screen Saver Preferences
You can use Desktop & Screen Saver preferences (shown below) to configure a 
password-protected screen saver to prevent unauthorized users from accessing 
unattended computers. 

You can use several authentication methods to unlock the screen saver, including 
digital tokens, smart cards, and biometric readers. 

You should also set a short inactivity interval to decrease the amount of time the 
unattended computer is unlocked. For information about requiring authentication for 
screen savers, see “Securing Security Preferences” on page 112.

# Securing Date & Time Preferences

# -----------------------------

# Set the NTP server.

cat >> /etc/ntp.conf << END server time.apple.com END

# Set the date and time.

systemsetup -settimezone $Time_Zone
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You can configure Desktop & Screen Saver preferences to allow you to quickly enable 
or disable screen savers if you move your mouse cursor to a corner of the screen, as 
shown below. (You can also do this by configuring Exposé & Spaces preferences.)

When you configure Desktop & Screen Saver preferences, you configure the 
preferences for every user account on the computer. 

This doesn’t prevent users from reconfiguring their preferences. You can restrict a user’s 
account privileges so the user cannot reconfigure preferences. Doing this removes 
several important user abilities, like the user’s ability to change his or her password. For 
more information, see “Types of User Accounts” on page 61.

To securely configure Desktop & Screen Saver preferences:
1 Open Desktop & Screen Saver preferences.

2 Click the Screen Saver pane.

3 Set “Start screen saver” to a short inactivity time. 

4 Click Hot Corners.

5 Set a corner to Start Screen Saver for quick enabling of the screen saver.

Don’t set a screen corner to disable Screen Saver.
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From the Command Line:

Securing Display Preferences
If multiple displays are attached to your computer, enabling display mirroring might 
expose private data to others. Having this additional display provides extra opportunity 
for others to see private data.

Securing Dock Preferences
You can configure the Dock to be hidden when not in use, which can prevent others 
from seeing the applications you have on your computer.

To securely configure Dock preferences:
1 Open Dock preferences.

The following screen appears:

2 Select “Automatically hide and show the Dock.”

# Securing Desktop & Screen Saver Preferences

# -----------------------------

# Set idle time for screen saver. XX is the idle time in seconds.

defaults -currentHost write com.apple.screensaver idleTime -int XX

# Set host corner to activate screen saver.

#wvous-bl-corner (bottom-left)

#wvous-br-corner(bottom-right)

#wvous-tl-corner (top-left)

#wvous-tr-corner (top-right)

defaults write /Library/Preferences/com.apple.dock.wvous-corner_code-corner 

-int 5

# Set modifier key to 0 wvous-corner_code-modifier

defaults write /Library/Preferences/com.apple.dock.wvous-corner_code-

modifier -int 0
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From the Command Line:

Securing Energy Saver Preferences
You can use the Energy Saver Sleep pane (shown in the procedure below) to configure 
a period of inactivity before a computer, display, or hard disk enters sleep mode. 

If the computer receives directory services from a network that manages its client 
computers and you computer is in sleep mode, it is unmanaged and cannot be 
detected as being connected to the network. To allow management and network 
visibility, configure the display and the hard disk to sleep, but not the computer.

You can require authentication by use of a password, digital token, smart card, or 
biometric reader to reactivate the computer (see “Securing Security Preferences” on 
page 112). This is similar to using a password-protected screen saver.

You can also use the Options pane to make settings depending on your power supply 
(power adapter, UPS, or battery). Configure the computer so it only wakes when you 
physically access the computer. Also, don’t set the computer to restart after a power 
failure.

To securely configure Energy Saver preferences:
1 Open Energy Saver preferences.

A screen similar to the following appears:

# Securing Dock Preferences

# -----------------------------

# Automatically hide and show Dock.

defaults write /Library/Preferences/com.apple.dock autohide -bool YES


