


For more information about obtaining signed certificates from a Certificate Authority, 
see Advanced Server Administration.

	 10	 In the Address Book Host Port field, enter the port used by your internal Address Book 
server. 

The default is 8554.

	 11	 If your internal Address Book server uses SSL, select the Use SSL checkbox.

	 12	 Click OK, then click Save.

Configuring Mobile Access Service iCal Settings
You use Server Admin to indicate the internal iCal origin server, set the external and 
internal ports, and to configure the SSL settings for the Mobile Access server.

When configuring Mobile Access server to proxy iCal, you must use basic or digest as 
the method of authentication. Kerberos authentication is not supported.

To configure Mobile Access service iCal settings:
	 1	 Open Server Admin and connect to the server.

	 2	 Click the triangle at the left of the server.

The list of services appears.

	 3	 From the expanded Servers list, select Mobile Access.

	 4	 Click Settings.

	 5	 Select the “Forward iCal traffic to internal server” checkbox.

	 6	 In the “Forward iCal traffic to internal server” field, enter the fully qualified host name of 
the iCal server.

This is the fully qualified domain name of your internal iCal server.

	 7	 Click Advanced.

	 8	 In the Incoming Port field, enter the incoming port number.

This is the port number used by the external request to access the Mobile Access 
server. The default port is 8443.

	 9	 From the Certificate pop-up menu, choose your certificate.

To create a self-signed certificate, click Manage Certificates from the Certificate pop-
up menu. For more information about creating certificates , see Advanced Server 
Administration.

	 10	 In the iCal Host Port field, enter the port used by your internal iCal server. 

The default is 8443.

	 11	 If your internal iCal server uses SSL, select the Use SSL checkbox.

	 12	 Click OK, then click Save.
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Configuring Mobile Access Service Mail Settings
You use Server Admin to indicate the internal mail origin server, set the external and 
internal ports, and to configure the SSL settings for the Mobile Access server. When 
configuring your mail proxy, your Mobile Access server and origin mail server must 
have a unique DNS name. You cannot use the same DNS name for both servers.

When configuring Mobile Access server to proxy a mail service, SMTP and IMAP 
clients accessing the Mobile Access server must use PLAIN (or PLAIN Clear) clear text 
password authentication over an SSL session as the method of authentication. For 
example, in the Mail application settings the user must be SSL enabled, and Password, 
also referred to as PLAIN, must be selected as the method of authentication for SMTP 
and IMAP. 

The table below shows the methods of authentication that are attempted and 
supported by the proxy when the Mobile Access server attempts to access the origin 
Mail server using SMTP or IMAP:

Mail Protocol Authenticaiton Methods

SMTP ÂÂ None
ÂÂ PLAIN
ÂÂ LOGIN
ÂÂ CRAM-MD5
ÂÂ SSL (Using STARTTLS on configurable port 25)

IMAP ÂÂ CLEAR
ÂÂ PLAIN
ÂÂ LOGIN
ÂÂ CRAM-MD5
ÂÂ SSL (Configurable port 993)

To configure Mobile Access service mail settings:
	 1	 Open Server Admin and connect to the server.

	 2	 Click the triangle at the left of the server.

The list of services appears.

	 3	 From the expanded Servers list, select Mobile Access.

	 4	 Click Settings.

	 5	 Select the “Forward mail traffic” checkbox.

	 6	 In the “Forward IMAP traffic to internal server” field, enter the fully qualified host name 
of your IMAP server.

This is the fully qualified domain name of your internal IMAP server.

	 7	 In the “Forward SMTP traffic to internal server” field, enter the fully qualified host name 
of your SMTP server.



This is the fully qualified domain name of your internal SMTP server.

	 8	 Click Advanced.

	 9	 In the Incoming IMAP Port field, enter the incoming port number.

This is the port number used by the external request to enter the Mobile Access server. 
The default port is 993. 

	 10	 From the IMAP Certificate pop-up menu, choose your certificate.

	 11	 In the Incoming SMTP Port field, enter the incoming port number. 

This is the port number used by the external request to access the Mobile Access 
server. The default port is 587.

	 12	 From the SMTP Certificate pop-up menu, choose your certificate.

	 13	 In the IMAP Host Port field, enter the port used by your internal IMAP server.

The default is 143.

	 14	 If your internal IMAP server uses SSL, select the Use SSL checkbox.

	 15	 In the SMTP Host Port field, enter the port used by your internal SMTP server. 

The default is 25.

	 16	 Click OK, then click Save.

Configuring Mobile Access Service Web Settings
You use Server Admin to indicate the internal web origin server, set the external and 
internal ports, and to configure the SSL settings for the Mobile Access server.

When configuring Mobile Access server to proxy Web service, you must use basic, 
digest, or session-based as the method of authentication. Kerberos authentication is 
not supported.

To configure Mobile Access service web settings:
	 1	 Open Server Admin and connect to the server.

	 2	 Click the triangle at the left of the server.

The list of services appears.

	 3	 From the expanded Servers list, select Mobile Access.

	 4	 Click Settings.

	 5	 Select the “Forward web traffic to internal servers” checkbox.

	 6	 Click the Add (+) button below the “Forward web traffic to internal servers” list.

	 7	 Enter the fully qualified host name of your internal web server.

This is the fully qualified domain name of the internal web server. If more than one 
web server hosts your site, repeat step 6 to add web servers to the list.
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	 8	 Click OK, then click Save.

The web proxy of the Mobile Access server works with most web sites. Some web 
application and links might require more configuration to function.

Consider the following when setting up your web site or web application to be 
proxied:

If your web application requires the addresses of the remote client, your application ÂÂ
must obtain the client address through the X-Forwarded-For header. 

If possible, keep web links relative, because your scheme might be HTTP internally ÂÂ
but will be HTTPS externally.

If you have links to different hosts within your Intranet that are not proxied, the links ÂÂ
do not function through the proxy.

Mac OS X Server v10.6 uses Name-based virtual hosts to simplify the configuration and 
management of the virtual host. Name-based virtual hosts and SSL are not compatible 
because SSL requires an IP-specific virtual host. If you use a virtual host, you can 
continue using SSL through one of the following methods:

Use port-based virtual hosts (designating separate ports for each proxied web site).ÂÂ

Use a single wild-card SSL certificate for proxied web sites.ÂÂ

Granting Access to Mobile Access Service Proxies
Use Server Admin to grant access to Mobile Access service proxies.

To grant access to Mobile Access service proxies:
	 1	 Open Server Admin and connect to the server.

	 2	 Click the triangle at the left of the server.

The list of services appears.

	 3	 From the expanded Servers list, select Mobile Access.

	 4	 Click Access.

	 5	 Select the level of access for the Mobile Access service proxies:

To permit everyone to access all proxies, select “Allow access to Address Book, iCal, ÂÂ
Mail and Web proxies for everyone.”

To permit users or groups to access specific Mobile Access service proxies, select ÂÂ
“Allow access to the selected proxies for these users and groups,” click the  
Add (+) button to open the Users & Groups windows, and then drag users and 
groups to the list.

	 6	 In the list of users and groups, select which Mobile Access Server proxies the users or 
groups can access.

	 7	 Click Save.



Starting Mobile Access Service
Use Server Admin to start Mobile Access service.

To start Mobile Access service:
	 1	 Open Server Admin and connect to the server.

	 2	 Click the triangle at the left of the server.

The list of services appears.

	 3	 From the expanded Servers list, select Mobile Access.

	 4	 Click Start Mobile Access (below the Servers list).

	 5	 Click Start Now.

The service can take a few seconds to start.

Monitoring Mobile Access Service
This section describes typical tasks you might perform after you set up Mobile Access 
service on your server. Initial setup information appears in “Setting Up Mobile Access 
Service” on page 185.

You might want to monitor Mobile Access service status to:

Troubleshoot name forwarding problems.ÂÂ

Verify how often the Mobile Access Service is used.ÂÂ

Look for unauthorized or malicious Mobile Access service use.ÂÂ

This section discusses the following common monitoring tasks for Mobile Access 
service.

Checking Mobile Access Service Status
You can use Server Admin to check the status of Mobile Access service.

To check Mobile Access service status:
	 1	 Open Server Admin and connect to the server.

	 2	 Click the triangle at the left of the server.

The list of services appears.

	 3	 From the expanded Servers list, select Mobile Access.

	 4	 Click Overview to see which proxy services are running and the number of requests 
made on each proxy service.
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Viewing Mobile Access Service Logs
Mobile Access service creates entries in the system log for error and alert messages. 
You can filter the log to narrow the type of log entries and make it easier to find those 
you want to see.

To view Mobile Access service logs:
	 1	 Open Server Admin and connect to the server.

	 2	 Click the triangle at the left of the server.

The list of services appears.

	 3	 From the expanded Servers list, select Mobile Access.

	 4	 Click Log.

	 5	 Select the log you want to see from the View pop-up menu.

You can view Mail access and error logs, HTTP error logs, Calendar access logs, 
AddressBook access logs, and Web access logs.

Use the Filter field above the log to search for specific entries.

Stopping Mobile Access Service
Use Server Admin to stop Mobile Access service.

To stop Mobile Access service:
	 1	 Open Server Admin and connect to the server.

	 2	 Click the triangle at the left of the server.

The list of services appears.

	 3	 From the expanded Servers list, select Mobile Access.

	 4	 Click Stop Mobile Access (below the Servers list).

	 5	 Click Stop Now.

The service might take a few seconds to stop.

From the command line:
To stop the service:mm

$ sudo serveradmin stop proxy

For information about serveradmin, see its man page. For the basics of command-line 
tool usage, see Introduction to Command-Line Administration.

Optional HTTP Configurable Items
Important aspects of Mobile Access service HTTP can be configured by editing the 
plist file at /Library/Preferences/com.apple.securityproxy_http.plist from the command 
line.



Configurable items include:

Strings displayed in authentication pagesÂÂ

The path to the logo image displayed in authentication pagesÂÂ

The DNS domain used in authentication cookiesÂÂ

The duration of authentication cookiesÂÂ

Where to Find More Information
For more information about proxies, see the following:

RFC2616 – Hypertext Transfer Protocol – HTTP/1.1 at ÂÂ www.faqs.org/rfcs/rfc2616.html.

RFC3040 – Internet Web Replication and Caching Taxonomy at ÂÂ www.faqs.org/rfcs/
rfc3040.html.

RFC3143 Known HTTP Proxy/Caching Problems at ÂÂ www.faqs.org/rfcs/rfc3143.html.

Request for Comments (RFC) documents provide an overview of a protocol or service 
and explain how the protocol should behave.

If you’re a novice server administrator, you’ll probably find some of the background 
information in an RFC helpful.

If you’re an experienced server administrator, you can find technical details about a 
protocol in its RFC document.

You can search for RFC documents by number at www.ietf.org/rfc.html.
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Use this chapter to set up and manage a virtual local area 
network (VLAN).

Using a virtual local area network (VLAN) can prevent delays and data loss in 
environments with extremely high amounts of network traffic.

VLANs enable multiple computers on different physical LANs to communicate with 
each other as if they were on the same LAN.

Benefits include more efficient network bandwidth use and greater security, because 
broadcast or multicast traffic is only sent to computers on the common network 
segment.

Mac OS X Server provides 802.1q VLAN support on Ethernet ports and secondary PCI 
gigabit Ethernet cards available or included with Xserves and Mac Pro systems. VLAN 
support conforms to the IEEE standard 802.1q.

What a VLAN Is
VLANs enable multiple computers on different physical LANs to communicate with 
each other as if they were on the same LAN.

Benefits include more efficient network bandwidth use and greater security, because 
broadcast or multicast traffic is only sent to computers on the common network 
segment.

Mac OS X Server provides 802.1q VLAN support on the Ethernet ports and secondary 
PCI gigabit Ethernet cards available or included with Xserves and Mac Pro systems. 
VLAN support conforms to the IEEE standard 802.1q.

10Supporting a VLAN



Setting Up Client Membership for a VLAN
To set up and manage VLANs, you use the VLAN area of the Network pane of System 
Preferences.

Be sure that ports used by non-VLAN devices (non-802.1q-compliant) are configured to 
transmit untagged frames. If a noncompliant Ethernet device receives a tagged frame, 
it cannot understand the VLAN tag and drops the frame.

Note:  The VLAN area of the Network pane is visible only if your hardware, such as an 
Xserve G5 system, supports this feature.

To set up a VLAN:
	 1	 Log in to your server as an administrator.

	 2	 Open the Network pane of System Preferences.

	 3	 Click the Action pop-up menu and select Manage Virtual Interfaces.

	 4	 Click the Add (+) button and select New VLAN.

	 5	 In the VLAN Name field, enter a name for the VLAN.

	 6	 In the Tag field, enter a tag (a number between 1 and 4094).

This VLAN tag designates the VLAN ID (VID). Each logical network has a unique VID. 
Interfaces configured with the same VID are on the same virtual network.

	 7	 Select the Interface.

	 8	 Click Create.

	 9	 Click Done.

Where to Find More Information About VLANs
See www.ieee.org. The VLAN standard is defined by IEEE.

A reference document provides an overview of a protocol and includes details about 
how the protocol should behave.

If you’re a novice server administrator, you’ll probably find some of the background 
information in a reference document helpful. 

If you’re an experienced server administrator, you can find out technical details about a 
protocol in its reference document.

The reference document is available at standards.ieee.org/getieee802/
download/802.1Q-1998.pdf.
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Use this chapter to learn about Internet Protocol Version 
(IPv6) enabled services used by Mac OS X Server, guidelines 
for using the IPv6 addresses in those services, and IPv6 
address types and notation.

IPv6 is the Internet’s next generation protocol, designed to replace the current Internet 
protocol. The current Internet protocol, IP version 4 (IPv4, or just IP), has problems 
coping with the growth and popularity of the Internet. The main problems for IPv4 are:

ÂÂ Limited IP addressing:  IPv4 addresses use 32 bits, meaning there can be only 
4,300,000,000 network addresses.

ÂÂ Increased routing and configuration burden:  The amount of network overhead, 
memory, and time required to route IPv4 information is rapidly increasing as more 
computers connect to the Internet at an increasing rate.

ÂÂ End-to-end communication that’s routinely circumvented:  This problem is an 
outgrowth of the IPv4 addressing problem. As the number of computers increased 
and address shortages became more acute, another addressing and routing service 
was developed: Network Address Translation (NAT). NAT mediates and separates two 
network end points. However, this frustrates a number of network services and is 
limiting.

IPv6 fixes some of these problems and helps prevents others. It improves routing and 
network autoconfiguration, it increases the number of network addresses to over 
3x1038, and it eliminates the need for NAT.

IPv6 is expected to gradually replace IPv4 over a number of years, with the two 
coexisting during the transition.

11Supporting IPv6



IPv6 Enabled Services
The following services in Mac OS X Server support IPv6 addressing:

DNS (BIND)ÂÂ

FirewallÂÂ

Mail (POP/IMAP/SMTP)ÂÂ

Windows (SMB/CIFS)ÂÂ

Web (Apache 2)ÂÂ

A number of command-line tools installed with Mac OS X Server support IPv6 (for 
example, ping6 and traceroute6).

Support for IPv6 Addresses in Server Admin
The services above support IPv6 addresses, but not in Server Admin. IPv6 addresses 
fail if entered in IP address fields in Server Admin. You can configure IPv6 addresses for 
these services with command-line tools and by editing configuration files.

IPv6 Addresses
IPv6 addresses are different from IPv4 addresses. There are changes in address 
notation, reserved addresses, the address model, and address types.

IPv6 Notation
IPv4 addresses are 4 bytes long and are expressed in decimals, but IPv6 addresses are 
16 bytes long and can be expressed a number of ways.

IPv6 addresses are generally written in the following form:

xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx

The address is split into pairs of bytes, separated by colons. Each byte is represented as 
a pair of hexadecimal numbers. The following address is in IPv6 format:

2001:DB8:0000:0000:0000:4AC8:C0A8:6420

This can be abbreviated as follows:

2001:DB8:0:0:0:4AC8:C0A8:6420

IPv6 addresses often contain bytes with a zero value, so a shorthand notation 
is available. The shorthand notation removes the zero values from the text 
representation and puts the colons next to each other, as follows:
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2001:DB8::4AC8:C0A8:6420

Because many IPv6 addresses are extensions of IPv4 addresses, the right-most 4 bytes 
of an IPv6 address (the right-most 2-byte pairs) can be rewritten in IPv4 notation. 
Using this mixed notation, the above example can be expressed as:

2001:DB8::4AC8:192.168.100.32

IPv6 Reserved Addresses
IPv6 reserves two addresses that network nodes can’t use for communication 
purposes:

0:0:0:0:0:0:0:0 (unspecified address, internal to the protocol)

0:0:0:0:0:0:0:1 (loopback address, like127.0.0.1 in IPv4)

IPv6 Addressing Model
IPv6 addresses are assigned to interfaces (for example, your Ethernet card), and not 
nodes (for example, your computer).

A single interface can be assigned multiple IPv6 addresses. Also, a single IPv6 address 
can be assigned to several interfaces for load sharing.

Routers don’t need an IPv6 address, eliminating the need to configure routers for 
point-to-point unicasts.

IPv6 doesn’t use IPv4 address classes.

IPv6 Address Types
IPv6 supports the following IP address types:

Unicast (one-to-one communication)ÂÂ

Multicast (one-to-many communication)ÂÂ

AnycastÂÂ

IPv6 does not support broadcast. Multicast is preferred for network broadcasts. 
Otherwise, unicast and multicast in IPv6 are the same as in IPv4. Multicast addresses in 
IPv6 start with “FF” (255).

Anycast is a variation of multicast. Multicast delivers messages to all nodes in the 
multicast group, but anycast delivers messages to one node in the multicast group.



Creating an IPv4 to IPv6 Gateway
Mac OS X Server includes an IPv4-to-IPv6 gateway that enables the deployment of 
IPv4-based server services in IPv6 networks to support the industry-wide IP transition.

You can configure the IPv4 to IPv6 gateway by setting up “6 to 4” in Network 
Preferences of your server.

Important:  You must have a public IPv4 address (an IP address issued by your ISP) and 
you cannot be behind a gateway or NAT.

To configure a 6 to 4 gateway:
	 1	 Open System Preferences and click Network.

	 2	 Below the list of Interfaces, click the Add (+) button.

	 3	 From the Interface pop-up menu, choose “6 to 4”.

	 4	 In the Service name field, enter a unique name for the service, then click Create.

	 5	 If you have a relay address, choose Manually from the Configure pop-up menu and 
enter it; otherwise, leave the Configure pop-up menu set to Automatically.

	 6	 Click Apply.

Where to Find More Information About IPv6
The working group for the IPv6 website is www.ipv6.org.

A group of IPv6 enthusiasts maintains a list of applications that support IPv6 at www.
ipv6forum.com.

Request for Comments (RFC) documents provide an overview of a protocol or service 
and details about how the protocol should behave.

If you’re a novice server administrator, you’ll probably find some of the background 
information in an RFC helpful.

If you’re an experienced server administrator, you can find all technical details about a 
protocol in its RFC document.

You can search for RFC documents by number at www.ietf.org/rfc.html.

There are over 29 IPv6 related RFC documents. A list can be found at www.ipv6.org/
specs.html.
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Use this appendix to find descriptions of undocumented 
command parameters for specific network services.

Mac OS X Server administrators can use the command line to manage and  
maintain Mac OS X Server. This appendix further describes command-line  
parameters for services available with Mac OS X Server.

DHCP Service Settings
To change settings for DHCP service, use the following parameters with the 
serveradmin tool.

Parameter (dhcp:) Description

descriptive_name A textual description of the subnet.

Corresponds to the Subnet Name field in the 
General pane of the subnet settings in Server 
Admin.

logging_level "LOW"|"MEDIUM"|"HIGH"

Default = "MEDIUM"

Corresponds to the Log Detail Level pop-up 
menu in the Logging pane of DHCP service 
settings in the Server Admin application.

subnet_status Default = 0

subnet_defaults:logVerbosity "LOW"|"MEDIUM"|"HIGH"

Default = "MEDIUM"

subnet_defaults:logVerbosityList:_
array_index:n

Available values for the logVerbosity setting. 
Default = "LOW," "MEDIUM," and "HIGH"

subnet_defaults:WINS_node_type Default = "NOT_SET"
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Parameter (dhcp:) Description

subnet_defaults:routers Default = empty_dictionary

subnet_defaults:selected_port_key Default = en0

subnet_defaults:selected_port_key_
list:_array_index:n

An array of available ports.

subnet_defaults:dhcp_domain_name Default = The last portion of the server’s host 
name, for example, example.com.

subnet_defaults:dhcp_domain_name_
server:_array_index:n

Default = The DNS server addresses provided 
during server setup, as listed in the Network pane 
of the server’s System Preferences.

subnets:_array_id:<subnetID>... An array of settings for a subnet. <subnetID> is 
a unique identifier for each subnet.

DHCP Subnet Settings Array
An array of settings listed in the following table is included in DHCP service settings 
for each subnet you define. You can add a subnet to the DHCP configuration by using 
serveradmin to add an array of these settings.

About Subnet IDs
In an actual list of settings, <subnetID> is replaced with a unique ID code for the 
subnet. The IDs generated by the server are random numbers. The only requirement 
for the ID is that it must be unique among the subnets defined on the server.

Subnet Parameter subnets:_array_
id:<subnetID>:

Description

dhcp_domain_name The default domain for DNS searches, for 
example, example.com.

Corresponds to the Default Domain field in the 
DNS pane of the subnet settings in Server Admin.

dhcp_domain_name_server:_array_
index:n

The primary WINS server to be used by clients.

Corresponds to the Name Servers field in the DNS 
pane of the subnet settings in Server Admin.

dhcp_enabled Whether DHCP is enabled for this subnet.

Corresponds to the Enable checkbox in the list 
of subnets in the Subnets pane of the DHCP 
settings in Server Admin.
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Subnet Parameter subnets:_array_
id:<subnetID>:

Description

dhcp_ldap_url:_array_index:n The URL of the LDAP folder to be used by clients.

Corresponds to the Lease URL field in the LDAP 
pane of the subnet settings in Server Admin.

dhcp_router The IPv4 address of the subnet’s router.

Corresponds to the Router field in the General 
pane of the subnet settings in Server Admin.

lease_time_secs Lease time in seconds.

Default = "3600"

Corresponds to the Lease Time pop-up menu and 
field in the General pane of the subnet settings in 
Server Admin.

net_address The IPv4 network address for the subnet.

net_mask The subnet mask for the subnet.

Corresponds to the Subnet Mask field in the 
General pane of the subnet settings in Server 
Admin.

net_range_end The highest available IPv4 address for the subnet.

Corresponds to the Ending IP Address field in the 
General pane of the subnet settings in Server 
Admin.

net_range_start The lowest available IPv4 address for the subnet.

Corresponds to the Starting IP Address field in 
the General pane of the subnet settings in Server 
Admin.

selected_port_name The network port for the subnet.

Corresponds to the Network Interface pop-up 
menu in the General pane of the subnet settings 
in Server Admin.

WINS_NBDD_server The NetBIOS datagram distribution server IPv4 
address.

Corresponds to the NBDD Server field in the 
WINS pane of the subnet settings in Server 
Admin.
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Subnet Parameter subnets:_array_
id:<subnetID>:

Description

WINS_node_type The WINS node type. Can be set to:

ÂÂ "" (not set; default)
ÂÂ BROADCAST_B_NODE

ÂÂ PEER_P_NODE

ÂÂ MIXED_M_NODE

ÂÂ HYBRID-H-NODE

Corresponds to the NBT Node Type field in the 
WINS pane of the subnet settings in Server 
Admin.

WINS_primary_server The primary WINS server used by clients.

Corresponds to the WINS/NBNS Primary Server 
field in the WINS pane of the subnet settings in 
Server Admin.

WINS_scope_id A domain name such as apple.com.

Default = ""

Corresponds to the NetBIOS Scope ID field in 
the WINS pane of the subnet settings in Server 
Admin.

WINS_secondary_server The secondary WINS server used by clients.

Corresponds to the WINS/NBNS Secondary Server 
field in the WINS pane of the subnet settings in 
Server Admin.

About Static Map IDs
In a list of settings, mapID is replaced with a unique ID code for the map entry. The IDs 
generated by the server are random numbers. The only requirement for this ID is that 
it must be unique among the static maps defined on the server.

The mapID parameter is used by administrative software. It is ignored by the bootpd 
process that provides DHCP service. For more information about bootpd, see its man 
page.

Note:  Include the special first setting (ending with = create). This is how you instruct 
serveradmin to create the settings array with the specified map ID. The static map for 
a host is identified with the host name, followed by a slash, followed by a unique ID.

To add maps to your DHCP configuration, use the serveradmin settings command.

The following is the syntax for creating a static map:

$ sudo serveradmin settings

dhcp:static_maps:_array_id:host name:mapID:static map parameter
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Viewing the Location of the DHCP Service Log
To view the location of the DHCP service log, use the following command with the 
serveradmin tool.

Command(dhcp:command=) Description

getLogPaths Display the location of the DHCP service log.

Value Description

system-log The location of the DHCP service log.

Default = /var/logs/system.log

To view the log path:
$ sudo serveradmin command dhcp:command = getLogPaths

dhcp:systemLog = system-log

DNS serveradmin Commands
Use the following commands with the serveradmin tool to obtain information about 
DNS service.

Command (dns:command=) Description

getLogPaths Find the location of the DNS service log.

getStatistics Retrieve DNS service statistics.

Firewall Service Settings
To change settings for the ipfilter service, use the following parameters with the 
serveradmin tool.

Parameter (ipfilter:) Description

ipAddressGroupsWithRules:_array_
id:<group>...

An array of settings describing the services 
allowed for specific IP address groups.

rules:_array_id:<rule>:... Arrays of rule settings, one array per defined rule.

logAllDenied A parameter that specifies whether to log all 
denials.

Default = no
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Parameter (ipfilter:) Description

ipAddressGroups:_array_id:n:address The address of a defined IP address group, 
the first element of an array that defines an IP 
address group.

ipAddressGroups:_array_id:n:name The name of a defined IP address group, the 
second element of an array that defines an IP 
address group.

logAllAllowed Whether to log access allowed by rules.

Default = no

Firewall serveradmin Commands
To manage Firewall service, use the following commands with the serveradmin tool.

Command(ipfilter:command=) Description

getLogPaths Find the location of the log used by the service.

Default = /var/log/system.log

getStandardServices Retrieve a list of standard services as they appear 
on the General pane of Firewall service settings 
in Server Admin.

writeSettings Equivalent to the standard serveradmin 
settings command, but also returns a setting 
indicating whether the service must be restarted.

Using ipfilter Groups with the Rules Array
An array of the following settings is included in the ipfilter settings for each defined 
IP address group.

These arrays aren’t part of a standard ipfw configuration. They are created in Server 
Admin to implement the IP address groups in the General pane of Firewall service 
settings. In an actual list, <group> is replaced with an IP address group.

Parameter (ipfilter:) Description

ipAddressGroupsWithRules:_array_
id:<group>:rules

An array of rules for the group.

ipAddressGroupsWithRules:_array_
id:<group>:addresses

The group’s address.

ipAddressGroupsWithRules:_array_
id:<group>:name

The group’s name.

ipAddressGroupsWithRules:_array_
id:<group>:readOnly

Whether the group is set for read-only.



	 Appendix    Command-Line Parameters for Network Services	 205

ipfilter Rules Array
An array of the following settings is included in the ipfilter settings for each defined 
firewall rule. In an actual list, <rule> is replaced with a rule number. You can add a rule 
by using serveradmin to create an array for firewall settings.

Parameter (ipfilter:) Description

rules:_array_id:<rule>:source The source of traffic governed by the rule.

rules:_array_id:<rule>:protocol The protocol for traffic governed by the rule.

rules:_array_id:<rule>:destination The destination of traffic governed by the rule.

rules:_array_id:<rule>:action The action to be taken.

rules:_array_id:<rule>:enabled Whether the rule is enabled.

rules:_array_id:<rule>:log Whether activation of the rule is logged.

rules:_array_id:<rule>:readOnly Whether read-only is set.

rules:_array_id:<rule>:source-port The source port of traffic governed by the rule.

NAT Service Settings
To change settings for NAT service, use the following parameters with the 
serveradmin tool.

Parameter (nat:) Description

deny_incoming yes|no

Default = no

log_denied yes|no

Default = no

clamp_mss yes|no

Default = yes

reverse yes|no

Default = no

log yes|no

Default = yes

proxy_only yes|no

Default = no
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Parameter (nat:) Description

dynamic yes|no

Default = yes

use_sockets yes|no

Default = yes

interface The network port.

Default = "en0"

unregistered_only yes|no

Default = no

same_ports yes|no

Default = yes

NAT serveradmin Commands
To manage NAT service, use the following commands with the serveradmin tool.

Command (nat:command=) Description

getLogPaths Find the location of the log used by NAT service.

updateNATRuleInIpfw Update the firewall rules defined in the 
ipfilter service to reflect changes in NAT 
settings.

writeSettings Equivalent to the standard serveradmin 
settings command, but also returns a setting 
indicating whether the service must be restarted.

VPN Service Settings
To change settings for VPN service, use the following parameters with the 
serveradmin tool.

Parameter (vpn:Servers:) Description

com.<name>.ppp.l2tp:

DNS:OfferedSearchDomains

Default = _empty_array

com.<name>.ppp.pptp:

DNS:OfferedSearchDomains

Default = _empty_array

com.<name>.ppp.l2tp:

DNS:OfferedServerAddresses

Default = _empty_array
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Parameter (vpn:Servers:) Description

com.<name>.ppp.pptp:

DNS:OfferedServerAddresses

Default = _empty_array

com.<name>.ppp.l2tp:

Interface:SubType

Default = "L2TP"

com.<name>.ppp.pptp:

Interface:SubType

Default = "PPTP"

com.<name>.ppp.l2tp:

Interface:Type

Default = "PPP"

com.<name>.ppp.pptp:

Interface:Type

Default = "PPP"

com.<name>.ppp.l2tp:

IPSec:AuthenticationMethod

Default = "SharedSecret"

com.<name>.ppp.l2tp:

IPSec:IdentifierVerification

Default = "None"

com.<name>.ppp.l2tp:

IPSec:IPSecSharedSecretEncryption

Default = "Keychain"

com.<name>.ppp.l2tp:

IPSec:LocalCertificate

Default = ""

com.<name>.ppp.l2tp:

IPSec:LocalIdentifier

Default = ""

com.<name>.ppp.l2tp:

IPSec:RemoteIdentifier

Default = ""

com.<name>.ppp.l2tp:

IPSec:SharedSecret

Default = "com.apple.ppp.l2tp"

com.<name>.ppp.l2tp:

IPv4:ConfigMethod

Default = "Manual"

com.<name>.ppp.pptp:

IPv4:ConfigMethod

Default = "Manual"

com.<name>.ppp.l2tp:

IPv4:DestAddressRanges

Default = _empty_array
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Parameter (vpn:Servers:) Description

com.<name>.ppp.pptp:

IPv4:DestAddressRanges

Default = _empty_array

com.<name>.ppp.l2tp:

IPv4:OfferedRouteAddresses

Default = _empty_array

com.<name>.ppp.pptp:

IPv4:OfferedRouteAddresses

Default = _empty_array

com.<name>.ppp.l2tp:

IPv4:OfferedRouteMasks

Default = _empty_array

com.<name>.ppp.pptp:

IPv4:OfferedRouteMasks

Default = _empty_array

com.<name>.ppp.l2tp:

IPv4:OfferedRouteTypes

Default = _empty_array

com.<name>.ppp.pptp:

IPv4:OfferedRouteTypes

Default = _empty_array

com.<name>.ppp.l2tp:

L2TP:Transport

Default = "IPSec"

com.<name>.ppp.l2tp:

PPP:ACSPEnabled

Default = 1

com.<name>.ppp.pptp:

PPP:ACSPEnabled

Default = 1

com.<name>.ppp.l2tp:

PPP:AuthenticatorACLPlugins

Default = "DSACL"

com.<name>.ppp.pptp:

PPP:AuthenticatorACLPlugins

Default = "DSACL"

com.<name>.ppp.l2tp:

PPP:AuthenticatorEAPPlugins

Default = "EAP-KRB"

com.<name>.ppp.pptp:

PPP:AuthenticatorEAPPlugins

Default = "EAP-RSA"

com.<name>.ppp.l2tp:

PPP:AuthenticatorPlugins:_array_
index:n

Default = "DSAuth"

com.<name>.ppp.pptp:

PPP:AuthenticatorPlugins:_array_
index:n

Default = "DSAuth"
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Parameter (vpn:Servers:) Description

com.<name>.ppp.l2tp:

PPP:AuthenticatorProtocol:_array_
index:n

Default = "MSCHAP2"

com.<name>.ppp.pptp:

PPP:AuthenticatorProtocol:_array_
index:n

Default = "MSCHAP2"

com.<name>.ppp.pptp:

PPP:CCPEnabled

Default = 1

com.<name>.ppp.pptp:

PPP:CCPProtocols:_array_index:n

Default = "MPPE"

com.<name>.ppp.l2tp:

PPP:IPCPCompressionVJ

Default = 0

com.<name>.ppp.pptp:

PPP:IPCPCompressionVJ

Default = 0

com.<name>.ppp.l2tp:

PPP:LCPEchoEnabled

Default = 1

com.<name>.ppp.pptp:

PPP:LCPEchoEnabled

Default = 1

com.<name>.ppp.l2tp:

PPP:LCPEchoFailure

Default = 5

com.<name>.ppp.pptp:

PPP:LCPEchoFailure

Default = 5

com.<name>.ppp.l2tp:

PPP:LCPEchoInterval

Default = 60

com.<name>.ppp.pptp:

PPP:LCPEchoInterval

Default = 60

com.<name>.ppp.l2tp:

PPP:LogFile

Default = "/var/log/ppp/vpnd.log"
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Parameter (vpn:Servers:) Description

com.<name>.ppp.pptp:

PPP:LogFile

Default = "/var/log/ppp/vpnd.log"

com.<name>.ppp.pptp:

PPP:MPPEKeySize40

Default = 0

com.<name>.ppp.pptp:

PPP:MPPEKeySize128

Default = 1

com.<name>.ppp.l2tp:

PPP:VerboseLogging

Default = 1

com.<name>.ppp.pptp:

PPP:VerboseLogging

Default = 1

com.<name>.ppp.l2tp:

Server:LogFile

Default = "/var/log/ppp/vpnd.log"

com.<name>.ppp.pptp:

Server:LogFile

Default = "/var/log/ppp/vpnd.log"

com.<name>.ppp.l2tp:

Server:MaximumSessions

Default = 128

com.<name>.ppp.pptp:

Server:MaximumSessions

Default = 128

com.<name>.ppp.l2tp:

Server:VerboseLogging

Default = 1

com.<name>.ppp.pptp:

Server:VerboseLogging

Default = 1

VPN serveradmin Commands
To manage VPN service, use the following commands with the serveradmin tool.

Command(vpn:command=) Description

getLogPaths Find the location of the VPN service log.

writeSettings Equivalent to the standard serveradmin 
settings command but also returns a setting 
indicating whether the service must be restarted.

RADIUS Settings
To change settings for RADIUS, use the following parameters with the radiusconfig tool.
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Command Option Description

-appleversion Displays the version of the toll, including the 
build version.

-getconfig Displays configuration data stored in the 
radiusd.conf and eap.conf files in an abbreviated, 
user-friendly format.

-getconfigxml Displays configuration data stored in the 
radiusd.conf and eap.conf files in xml plist format.

-nascount Displays the number of RADIUS clients.

-naslist Displays the list of RADIUS clients formatted for 
the clients.conf file.

-naslistxml Displays the list of RADIUS clients in xml plist 
format.

-ver Displays a specific build version.

-help Displays usage information.

-q Suppresses prompts.

Transport Level Security
You can enable or disable Transport Level Security (TLS) by modifying the TLS section 
of the eap.conf file.

Enabling and disabling TLS
To enable TLS:mm

$ sudo radiusconfig -enable-tls

To disable TLS:mm

$ sudo radiusconfig -disable-tls

Radius Clients
Use the radiusconfig tool to add, import, remove, and configure RADIUS clients.

Managing Radius Clients
To add Radius clients:mm

$ sudo radiusconfig -addclient nas-name shortname [type]

To import Radius clients:mm

$ sudo radiusconfig -importclients xml-plist-file

To remove Radius clients:mm

$ sudo radiusconfig -removeclient nas-name [nas-name …]

To assign an access control group to a client of the RADIUS service:mm

$ sudo radiusconfig -setgroup nas-name group-name
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Parameter Description

nas-name The name of the client.

shortname The shortname of the client.

type (Optional) The type of the client.

xml-plist-file The name of the file, including the path, to 
import clients from.

group-name The name of the access control group.

Enabling PPP Dial-In Service
To set up Point-to-Point Protocol (PPP) Dial-In service, use the pppd daemon.  
For more information, see the pppd man page.

The “Examples” section of the man page shows an example of setting up PPP  
Dial-In service.

Restoring the Default Configuration for Server Services
When you use applications such as Server Admin to configure a Mac OS X Server 
service, your settings are stored in places such as a configuration file (.conf ), a 
preference list (.plist), an XML file, or the local directory database.

In some cases, you might want to reset a service to its default settings, which you can 
do by renaming or deleting a service’s configuration file. Mac OS X Server then creates 
a default copy of the file.

To restore NAT service to its default:
Rename or delete the natd.plist file in the /etc/nat/ folder.mm

To restore Firewall service to its default:
Rename or delete the ip_address_groups.plist, standard_services.plist, and ipfw.conf mm

files in the /etc/ipfilter/ folder.

To restore DHCP service to its default:
	 1	 Remove the subnet configuration from the /config/dhcp/ folder in the local directory 

database by using the dscl tool:

$ sudo dscl . -delete /config/dhcp

	 2	 Remove the static Ethernet/IP address static maps from the /machines/ folder in the 
local directory database.

The easiest way to do this is to delete the folder:

$ sudo dscl . -delete /machines

	 3	 Recreate the two default records:
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$ sudo dscl . -create /machines/localhost

$ sudo dscl . -append /machines/localhost ip_address 127.0.0.1

$ sudo dscl . -append /machines/localhost serves ./local

$ sudo dscl . -create /machines/broadcasthost

$ sudo dscl . -append /machines/broadcasthost ip_address 255.255.255.255

$ sudo dscl . -append /machines/broadcasthost serves ../network

To restore QTSS Publisher service to its default:
Rename or delete these files:mm

/Library/Application Support/Apple/QTSS Publisher/Links.plistÂÂ

/Library/Application Support/Apple/QTSS Publisher/Poster Images.plistÂÂ

/Library/Caches/com.apple.qtsspublisher.plistÂÂ

The libraries and templates are in the/Library/Application Support/Apple/QTSS 
Publisher/* folder. The content varies, based on what’s been uploaded:

To restore QTSS service to its default:
Rename or delete these files:mm

/Library/QuickTimeStreaming/Config/streamingserver.xmlÂÂ

/Library/QuickTimeStreaming/Config/relayconfig.xmlÂÂ

To delete QTSS qtusers and qtgroups:
You can also rename or delete the qtusers and qtgroups files, which should then be mm

recreated using qtpasswd.

/Library/QuickTimeStreaming/Config/qtusersÂÂ

/Library/QuickTimeStreaming/Config/qtgroupsÂÂ

To restore DNS service to its default:
	 1	 From the /etc/named.conf/var/named/* folder, remove the files for each forward zone, 

named similar to my.domain.com.zone.

	 2	 From the /etc/named.conf/var/named/* folder, remove the separate files for each 
reverse zone, named similar to db.10.1.0.

	 3	 Do not remove the localhost.zone, named.ca, or named.local files.

To restore VPN service to its default:
Rename the com.apple.RemoteAccessServers.plist file in the /Library/Preferences/mm

SystemConfiguration/ folder.

To restore SERVERMGR_MAIL service to its default:
Rename these files:mm

/etc/MailServicesOther.plistÂÂ

/var/mailman/data/listinfo.plistÂÂ
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subnets  30, 33
VPN  144, 146, 150, 151, 157, 158, 210
WINS  38

servers
Apple file server  112
DNS  28, 35
location of  28
multiple DHCP  28
name server  51, 53
NBDD  38
NBNS  38
resetting  105
securing DNS  74, 75
time server  179
virtual  135

Service Configuration Assistant  17
service (SRV) record. See SRV (service) record
shared files. See file sharing
shared secret files  19, 21, 23, 140, 141, 162
site-to-site VPN admin  162
SMTP (Simple Mail Transfer Protocol)  111
spam. See junk mail screening
spoofing, DNS  74
SRV (service) record  51, 72
stateful packet inspection  85
static IP addresses  25, 27, 39, 40, 48
static map IDs  202
stealth mode, Firewall service  104
Stratum servers  178
student lab configuration  44
subdomains  53
subnet mask  86, 87

subnets
creating  29
deleting  34
DHCP  26, 29, 33, 34, 47, 200
disabling  34, 47
DNS server setting  35
LDAP options  36
lease time settings  35
server location  28
WINS  37

sudo tool  127
synchronization, time  178, 179
sysctl tool  85

T
tail tool  63, 132
TCP (Transmission Control Protocol)  84, 94, 112
time server  179

See also NTP
time synchronization  178, 179
time-to-live attribute (TTL)  53, 80
TLS (Transport Layer Security) protocol  211
Transmission Control Protocol. See TCP
troubleshooting, Firewall service rules  103
TTL attribute. See time-to-live attribute
TXT record  51

U
UCE (unsolicited commercial email). See junk mail 

screening
UDP (User Datagram Protocol)  84, 92
universal time coordinated. See UTC
unsolicited mail. See junk mail screening
upgrading, DNS configuration  56
User Datagram Protocol. See UDP
users

mobile  139
VPN access  153
wireless access  168
See also clients, RADIUS

UTC (universal time coordinated)  178

V
virtual local area network. See VLAN
Virtual Private Network. See VPN
virtual servers, NAT gateway  135, 136
virus screening  114
VLAN (virtual local area network)  193, 194
VPN (Virtual Private Network)

access control  153, 161
authentication  140
clients  141, 149, 159, 161, 166
command list  210
connections  19, 21, 23, 159, 166
default configuration  213
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Internet sharing  16
introduction  139
IP address assignment  27, 142
L2TP settings  143
LDAP  141, 155
logs  150, 158
management of  151, 159
monitoring  157
network linking  162
PPTP settings  146
protocol support by platform  141
routing definitions  151
security  139, 140, 142, 162
settings  206
setup  141, 142, 143
site-to-site  162
starting  143, 150
status checking  157
stopping  151
supplementary configurations  155, 156

W
WAN (wide area network)  139
web services, access control  109, 110, 188
wide area network. See WAN
wildcards in IP addresses  87
WINS (Windows Internet Naming Service)  37
wireless service. See AirPort Base Station, RADIUS
WLAN (wireless local area network)  21, 23
workgroups, configuration for  43

X
xinetd daemon  23
Xserve  193

Z
zones, DNS

adding  67, 68
alias records  71
BIND zone file  70
changing  69
deleting  69
disabling transfers  65
enabling transfers  65
forward  68
introduction  50
machine records  51, 71
records management  70, 72, 73, 74
security  74
setup  57, 59




